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T3 E3 Optional Applications

« BERT

« HDLC Test

* Error and Alarm Generation

 Record and Playback Data to/from File

« Rx Tx Memory Loopback

* Monitor Received Data

* Protocol Analyzers — HDLC, Frame Relay, PPP, ATM and Physical Layer
« HDLC Transmit

« Client/Server

e T1 E1 Send/Receive Server
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Real-time Protocol Analysis
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Offline Protocol Analyzer
open

Look jr: | 5 hdlc_izdn

2l

| = B ¥ EB-

&) 3to102bytel EM.hdl

&|telicaz.hdl

E] dcoss. hdl

& IpOverLapd HOL
& IsdnUsertet. HOL
&lock IE.HDL

J sigEura, HOL

& telicaz01.hdl

1) est

= test1

=] best.bxt

File name;

Filez of tppe:  |HDLE Files [*.%)

[~ Open az read-only

|l_l Iu_

BleHDLC Protocol Analysis LAPD

File Yiew Capkure Statistics Database Configure  Help

| I

TIME [Relative]
W2 23 1] [0 00:00. Q00000 B Co. 00 0 Super.. 1 L
o2 23 1 (0 00:09, 920000 B En". D D Super... 1
W2 23 2 DDDD1SSEDDDD B Super. .
- HIE Y 0316 m—mmmm-
W2 23 4 DD 00:27 037125 a8 0 Infam... 0
o2 23 5 00:00: 27, 043500 a8 I:n... 1] EI Informa... 0
W2 23 B 00:00:27 048875 a8 Co. 00 0 Infam... 0 2 -

Card? TimeSlot=23 Frame=3 at 00:00:27.031875 0K Len=38
HDLC Frame Data + FCS

============ LAPD Layer ============ =
CoR = L. 0. Command{U=zer)., Reszpon=e(Hetw
SAPT = Qooapo. . (03
TEI = DDDDDDD. (0}
Ctl = L. 0 Information
H{S) = Qo1io00. §24)
P = . 00
H{R) = 1000110, ¢70%
<] | 2
Hex Dump of the Frame Data
00 01 20 8C 08 02 30 00 05 04 03 90 90 A2 18 03 op o [ I
A9 83 81 70 0B A1 35 230 38 33 30 32 31 31 31 31 @p1p 5083021111
D0 02 91 84 eF 48 L =1:!
1] | 2
Off-line Wiewing |F:iProgram FilesiGl Communicat 195 Frames v




Key Features

» Consolidated GUI—displays summary of all decodes, detail and hex-dump view of each frame, statistics

view, and call detail record views
» Perform real-time/offline/remote analysis
« Supports various protocol standards for proper decode
« Capture options such as port selection, and FCS
» Fine tune results with filtering and search capability
* Export decode results to ASCII or CSV files
» Trace File Saving Options
« Statistics Computation
« Call detail records for Frame Relay, ATM

» Any protocol field can be added to the summary view, filtering, and search features providing users more

flexibility to monitor required protocol fields
* Network Monitoring
 Remote access capability

P
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User Interface

File Wiew Capture Statistics Database Call Detail Records Configure Help

\/ﬂ_ 00;00:00.000000 J 0

/2 0 1 00:00:00.296748 45 416 0 0 0 Uni
A1 0 2 00:00:00.443543 20 56 1] 0 0 Uni
A1 0 3 00:00:00.561277 16 1] 1] 0 0 Uni «
4| | »

Card2 TimeSlot=0 Frame=0 at 00:00:00.000000 OK Len=45
HDLC Frame Data + FCS

=ssssssss=== [LAPF I_aver ============ =
Ei = ... 0 (0)
C/R = ... 0. Command(User), Response(Networ
DLCI = 416 (011010.. 0000... .) =
< | : » |
Hex Dump of the Frame Data
68 01 03 CF C0 21 01 69 00 25 05 06 DO BF B8 72 h Idl i % Pi,r
11 04 06 40 13 17 01 58 59 50 4C 45 S8 08 00 87 @ HXYPLEX 1
0C 54 18 00 02 00 OO0 OO OO 00 OO 19 CS T A
<| | 3
Q@ Device# B CR | ] Frame count(c/R) | ] Frame Count(Device #) |
1 Command(User), Response (Network) (0) 162 162
2 Command(User), Response(Network) (0) 38 38
Total fotal Command(User), Response (Network) (0) 200 200
calip | Call Status | Calling Num | Called Nurm | Call Start Date & Time | Call Duration | R
| | )
|C:\Program Files\GL Communicati 200 Frames 4
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Different Panes

The user interface comprises of Summary view at the top, followed by the Detail, Hex Dump, Statistics view and

an optional Call Trace view at the bottom

>

Summary View: displays the columns that contain Frame Number, Time, Frame Error Status,

Command/Response, Length, Error, and others in a tabular format

Detail View: This pane displays in detail about a frame in order to analyze and decode by selecting it in the

summary view, the contents of this view can also be copied to clipboard

Hex Dump View: This pane displays the frame information in HEX and ASCII format, the contents of this

view can also be copied to clipboard
Statistics View: displays the Statistics that are calculated based on the protocol fields

Call Trace View: displays the call specific information for each individual call from the captured data and

display the information in an organized fashion



Define Summary Golumns

* Required protocol fields can be added through Define summary column option

« User can remove the protocol field which is not required
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Selection of Summary <

Column

Output display in
analyzer

2 ;Sek!amycnimtom

— Defined Protocol Summary Fiekds for LAPF
E::Memtfwdedootom
i oo ’ i De{al)‘lw BECN
Yy NetworkfUser side selection Dﬂ ~
(¥ Tie Format Ozl ar
- ON Control b
'uanlu sl
r}ﬁms«rm [m]

g BN ot
(12 TCP Connection Options AN DLl
:!‘Pmodt Trace Saving Opticns

~r L= nding Fragment
/~— Startup Options BN Fecn

3 ok Gr D=L Modfier Function
;—o—-D&oL oups ON ne)

Fr View Fork See ON Ns)

o ON eF
= | INI Decode Options aN .
. Defins Summary Columns DET Supervisory Function
O Capture Options

<&

1 0 1 6 0 0o 0 0

2 0 2 00.00:00 000325 ) 0 0o 0 0 Supervisory

T 0 3 00.00:00.000012 6 0 0 0 0 Supervisory

1 0 4 0000:00.377387 % 0 0o 0 0 Inéormation

2 0 5 00:00:00. 000775 6 0 0o 0 0 Supervisory

2 0 6 00.00:00.000637 n 0 0o 0 0 Iréormation

) n £} 000,00 004D e n a a n € man e -
1| | »

2 TaneSlot=0 Frane= t 00:00:00. 88246 K Len<t -

HDLC Freue Dala + FCS

............ LAPF Layer =sssssssssss

EA 0 (0)

C/R - 0. Command(User). Response(Netvork)

DLCI = 0 (000000 0000 )

EA - 1 (1)

DE - 0. (0) =
< | »
[Hex Dunp of the Frame Data
00 01 01 51 Dé FC QOu

[C:\Program Fles\G Communications 27 946 Frames J [




Column Reordering and Resizing

* Click and drag the columns to different positions

« Time (Relative) and Len columns are reordered and TSlot and Frame # columns are resized
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File Wiew Capture Statistics

Database Call Detail Records Configure Help

|| VB 2|©| QA = e 9w F®[E -0
Dev | 1S..| Su.| |, Framett| TIME [Relative)| | Len| Enor| BIE | BSN =
H 0 Decode. [1 | 103
71 0 1 00:00:24.122500 24 Decode.. 1 24
;2 0 2 00:00:42.246125 63 Decode.. 1 104
A1 i} 3 00:00:42.313125 22 Dacods 1 25
A1 0 4 00:00:42 316000 30 C u Select summary columnto displa  DISPLAYED summary columns
S 0 5 00:00:42.320000 30 C @
. 00:42 329000 2 Iy Menu checked options T Cul-Up, Ctri-Down to rearange columns, DEL to remove,
< 0 & 00:00:42. | Ctil-Z to undo delete, Ctrl-4 - display all columns
1 n 7 nn-Nn- 473 ICCRAM oo 30 W ),«L Protocol standard selecon
<| | . S0 ;| Drag within list box to rearange. drag out of the list box
Columns R,z..':,';'.',': d i‘% NetworkfUser side seleion to delete
Resized T D
£ ¥ Time Format Tg;:;t
File View Capture Statistics QatalPase Call Detail Records  Configur -“\?'- View Filter E:':.,I;.Feh“
=] ‘B S ;llllilnl =| || 3|8 [ 28| | /I view search
(e fe z=: %ﬁﬂ
Dev I TSlot| Su.. | Fra... Lanl TIME (Relative) | @2_1: TCP Connection Option: frof
00: 00: 00, 000000 (57 | PR ELBM
] 1 00:00:24.122500 Decode... 1 24
2 0 2 E3 00:00:42.246125 Decode.. 1 104
1 0 3 22 00:00:42313125 Decode... 1 25
41 0 4 30 00:00: 42 316000 Decode... 1 2h
A1 0 5 30 00:00:42.320000 Decode... 1 25
{ = 0 B 23 00:00:42.329000 Decode... 1 107 .
foq n 7 N ML N A 2CCENN [ P k| ac
< | » |
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Real-time Analysis

HDLC, Frame Relay, and PPP Analyzers

| | | I=IE
« Capture and analysis of the frames in real-time or cave Load Defadlk
Ofﬂ Ine Capkure File Options  Pots—— o
. n‘] Card & Stream Selection
« Frames may also be captured based on their FCS _ -
C:i; Capkure Filker
(16 bItS, 32 b|ts, none) Gui&F‘rntu:u:u:uI Options

* Recorded trace file can then be analyzed offline

and exported to ASCII file, or printed

FCS
* 15 bitz
i~ 32 bitz

a | [
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» Filtering capability adds a powerful dimension

* |solate frames of interest from all frames in real-time, as well

as offline

« Can specify custom values to filter frames for real-time

capture
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View Filter

— Filter Selection

I 2402 BLUNIZT) -
-8 Data Link

- ATM

..... VPl

..... W 2l Tupe |
----- ¢ Frame Type

-8 AAL2 Reassembly [CP5-5C
- AALE Reassembly [EPES_—FIj
4| | b

—an] Tepe Walue

AnE

Activate

Deactivate

— Al Selected

Layer | Field

| Filker % alue

ATH WPl
AT Yl

ATHA BT
d

120
120

q

— Conditiong for all zelectionz

- AMD G OR * |nclude ™ Exclude

Deactivate Sel

Deactivate All
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Save Load Default

Search Options

e M [=TF

EALE
Menu checked options

‘yﬂl\ Protocol skandard selection
ETD

%NetwurHUser side selection

@ Tirne Farrnak
? Wigw Filter

ﬂ:lj Wiew Search

@D: TCP Connection Options
—

Perindic Trace Saving Options

Fjﬁ‘r View Font Size

INI Decode Options
@Capture Optians

B Select summary columns ko display

— Filter Selection

— C/R Walue

E LaFD = Command|l)zer], Besponzelietwork]
[=-4# Data Link Responze(llzer], Command(Metwark)
L 2 Frame Lengthlz]
----- ¥ Erar Frames Only
----- ¥ 0K Frames Only
----- ¢ Frame Mumnber(z]
R & Device Mumber L
=9 LAPD
..... ¥ /R
----- o SAP |
..... & TEI
..... & CTL
----- o P ;I Deactivate |
—All Selected
Layer | Field | Search Yalue -
[rata Link, Error Frames Only Ny |-
Data Link 0K, Frames Only ' -
Y=y r o Cernenandll Leanl Dasremealbl sho
d | Ll_l
— Conditions for all selections
= AND & OR * Include & Exclude Deactivate Sel | Deactivate Al

. o

Search capability helps user to search for a particular frame based on a various protocol fields

13
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Statistics

Statistics can be obtained for all frames both in real-

time as well as offline mode

Numerous statistics are obtained to study the

performance and trend in the analyzer's network

MNUMErC =t fm—

String -sefm—

Enumerated st

It is based on protocol fields and different parameters

e.g., Use Type (Key/Total/Field), Statistic type

(Frame count, Byte count, Frames/Sec) and patterns

like Range List, Wild card

Field Mamez —Delay
Ilze Type [zingle zelection]
_ Lavers -
=5 Physical Link,
: Fey
ol Device #t Fiold
N Error Code
{ N SFarthDrTsSc — Statistic Type(s] [calculated, multiple selection] —
A8 Time Stamp
E|9' ﬁp&) /R Frame Percent
T Byte Count
-[El cu Bute Percent ;I
~[=0| Modifier Function
NI N[R)
—alue Set
HIS
% F'[ ] Low Dela
N P/F
N S4PI
Em Supervizon Function
N TEI £ Cumulative % Separate
=~ IP -
= |9' | _’|J AddMod | Femave |
— Selected Statiztic Information
Layer I Field M ame I lze Type I Statiztic Type = Remaove Sel |
Phwgizal ... Device # Total Current Bytes/Sec
Phwsgizal ... Time Stamp Total Frame Count s Fremowe Al |
LAFD Ctl Total -
I‘DI Fiad = T Akl I Crarmm T mn ek Lrl ,u'l‘-,ppl_l,l |
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Periodic File Saving Option

« Captured trace files can be controlled by saving the

trace using different conventions such as —
» Trace files with user-defined prefixes
» Trace file with date-time prefixes

» Slider control to indicate the total number of

files, file size, frame count, or time limit

oGL

Communications

Il Periodic Trace Saving Options i ] 24
Save Load Default
F

[Frafaal
Menu checked opkions
'fl)# Protocal standard selection

%Netwnrk,mser side selection

@ Time Format
? Vigw Filter
ﬂﬁ ‘iew Search

@D: TCP Conneckion Options
—

Periodic Trace Saving Opkions

’[:?Startup Options
@Data Link Groups

E

FFView Fank Size

INI Decode Options
@Capture Ciptions

5 Seleck summary columns ko display

— Uszing Wiew Filker

' All Frames [na filtering]

" Filtered Only [use view filker)

Save Directary

C:A

— Save File Mames

f+ Sequential File Mames 123 HOL
file name prefis — files ruarne: sutfis
rumbern of digits
¢ Date/Time Formatted Mames HrEMED_2HA HOL
filet ameRrefin_Zr a2 =0 ZHEfleN ameCarnt file: rame: suffiz
— Create 3 Mew File After the Specified Limit Haz Eeen Reached
o (7 s L &) 1045576 or 1024 or 1 Lirnit aluie
= Frame Count Lirnit e, 1048576 or T024K or, Th 1000000
= Time Limit e.q, 2400 [HH:k]
— Restrict or Recycle After M Filez Options
|21 47483647 i+ Keep M Latest Files £~ Stop After M Files = Unrestricted

<

o
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Data Link Groups

Currently applicable to only Frame Relay analyzer, used
to define the direction of the calls in a given network
and form logical groups comprised of unidirectional

(either 'Forward' or '‘Backward’) data links

— Data Link Group Specification

00 == 0 = 0D —

Card Timeglot  Subch
ol =[G [ata Link Group Mame
o2 |moT E- East
03 1 2
04 =N 3
gg gg g ¥ Fomward Link Direction
07 0e 5
=m | |07 7
03 na
10 09
11 10
12 T m =
13 12
14 13
15 14
16 15
17 16
18 17
s <ffi o
Card I TSI Sc:I DirI Data Link Group Mare
0 a -r | West
1 1 4= West
2 il ~x | West
3 1 - West
0 a -»  East
1 1 <~ East
2 a ¢~ East
3 1 -»  East

Ad

(=T

0dd Cards

Ewven Cards

All Cards

ddi

Delete Sel

Delete Al

Default

g
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TGP Connection Options

Il TCP Connection Options

Used for Network Surveillance and Monitoring

Designed to send protocol summary information
and binary frame data via TCP- IP connection to

a Database Loader to load data into a database

Save Load Default

=10 =]

B Select surmmary columns to display
[ifaan]

Menu checked options

JJ’?'} Protocol standard selection

ﬁNetwork,l'User side selection

@ Time Formak
? Wienw Filter
ﬁﬂ Wigw Seatch

ﬂtl- TCP Connection Options
—

[ﬁ]. Periodic Trace Saving Options

fi:jStartup Opkions
@Data Link Groups

F

F View Fonk Size

IMI Decode Options
‘@ﬁl:apture Options

—IP Addresz [127.0.01 Local |

|12?.u.|11

IP FPart =
_‘ ’7 20149 Test Connection

— Probe Mame

IF'1

[ Frame Octets

[~ Send Call Detail Records

— Select Frame/Facket Information to be sent aver TCPAAP

[~ Send Trattic Summmany

[~ Summary Fields [ Status

Dev

TSlat

SubCh

Framef

Time

Len

Error

WP

WL

FT

HEC

OSF

AdL Tope

Frame Type

CID

LI

(HIN]l

CH

SCCPPOU Type
teszageTvpellIMI)
Endpoint Ref.\Wal
CRY

TypeOfCal
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Save/Load All Configuration Settings

Il Metwork /User side selection - 10| x|

Save Load Default

| = Select summary columns ko displs = =

an f* Az Captured
Meru checked options
" Inverse Captured

-ij?lk Protocaol standard selection

%NetwnrhﬂUser side seleckion £ szer Defined

{:E} Time Format I
%;' Wiew Filber

Wiew Search -
4 | » hd

Metwork Side Cards/nterfaces [comma delimited ranges]-‘

* Provides a consolidated interface for all the settings required in the analyzer such as protocol selection, stream/interface

selection, etc.

« Configuration settings can be saved to a file, loaded from a configuration file, or just prefer to revert to the default values using the

default option

o GL 18
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GL's HDLC Analysis and Emulation Products

GL’s HDLC Analysis and Emulation

oaGL
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HDLGC Emulation (Tx/Rx)

* Designed to transmit and receive HDLC frames

over unstructured T3 E3

« The FCS (also known as cyclic redundancy check

CRC) is calculated using a polynomial

» 16 bit FCS is generated using polynomial

1+x"5+xM12+XM16

» 32 bit FCS is defined in RFC 1662 and is using
polynomial
XNO+XAL+XA2+XNMAXNS+HXN T +XAB+ XN 10+ XA LLAXN

12+XM16+XN22+XN23+XN26+X"32

oGL

Communications

i

d

HDLC Test g

—TxPort——— —Rx Port —Flags Between Frames FCS Start

e e | 1000 —‘ { @ 16bits O 32bits Stap
Rx Port 1
Tx Port 2 —Frame Length without CRC Fixedj"ariable Length —— ancel
Min: I 1 Fixed
Var Increm.

—Tx Counters

Tx Total: [t60925 Tx Frames Queued:  [t345

—Rx Counters

Rx Frames Queued: P

Rx Length Errors: P

Rx Total: P
Rx Frame Errors: P
Rx CRC Errors: P

Rx SEQ Errors: P

Prepend Fixed Frame Header {Hex)

20



HDLC Transmit

« Transmit HDLC frames in the pre-recorded files over
T3 stream. It can transmit HDL files by creating

streams on each card (port #1, #2)

 Frame Check Sequence (FCS) at the end of each

frame to verify the data integrity

« HDLC files transmission continuously or only once

(without loss) through the T3 (DS3) stream

oGL

Communications

T _ |

From File

Port
Il LI l C:\Program Files\GL Communications InciUsb T1 Analyzerihdlc_isdnidcoss.hdl

[

——Frame Count FCS Flags
(" Continuous (' Once (" Limted | | 1000000000 * 16bits " 32bits | | | 1000
ort_| File | Limit | Frames | Fcs | Flags | SLZA
==  Ci\Program Files\GL Communications InciU... once 16 1000 Add |

Kl

[

Selected Port Progress Information

k’ort 1, TxFrames = 16 103

Transmission

Start |
Stop |

Exit |

21



Features

» Verifies the proper working of HDLC protocols by simulating various scenarios taking place in a

real-time network

 The HLIU application has the following features:
»  Logic Error insertion

CRC Error insertion

Drop a Frame

Change Frame Order

Duplicate a Frame

Insert a Frame

v V VY Y VYV V

Delay a Frame

—
< »
Nl

Communications



Windows Client Server for T3 E3 Analysis

« GL's Windows Client/Server
software is a non-GUI based

program for remote, scripted, and

automated control of T3 E3

configuration, capture,

transmission and more

~—

GLl's T3 E3 Server

« Supported clients are C++, C#,
Windows TCL, and

Windows/Linux Python on
Windows® and Linux® operating

systems

oGL
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Server and Client Interface

Server Interface

,&} - UshT3E35erver I [=]

File Edit “iew Setup Help

EEELREYEE

Connected: client #660 at 192.168.1.174
660[1): get serial number #1;

660[2): set rx signal terminate #1;
660(3): get rx signal #1;

660[4): set loopback none #%;

660[5): get loopback #*;

660[6]: get rx freq #1;

660[7): get rx line_level #1;

660[8): get version;

Ready | UM |

o GL

Communications

Client Interface

#= Untitled - GLClient
Eile Edit Wew Connect Script Log User Help

=] B3

DeHE 2B S 0N D BEDE|d&b8

set rx signal terminate #1;
oK

get rx signal #1;
#1.x_signal=terminate
set loopback none #%;

oK

get loopback #*;
#1.loopback=none
#2.loopback=none

get r= freq #1:
#.x_frequency=34368000
get rx line_level #1:
#.r<_line_lewvel=1.692755
get version;
wersion_number=1.17

=

get framing #1;

HCommands to set the clock source in E3 unit
set clock source external Is #1;

set clock source external liu t1 #*;

Ready

L Ll

[ver 4 B [raip |

VE

24



Windows/Linux Client Console

* Windows/Linux Client (WLC) is a Command Line Interface (CLI) application that issues commands to T1 E1 WCS server and display replies into
Console/PowerShell/Terminal Windows. WLC works in Windows® and Linux® versions. However, through SSH or another remote access terminal

it can be used on any operating system. WLC is a portable Windows/Linux WCS client communication library compatible with WCS server

BN upArrow - prev cmd; downArrow - next cmd; F7 - recent command list; exit - to disconnect and quit; - O X

F:\src\GLClient\WcsCons\x64\Release>wcscons

Type '?' for help.

conn 192.168.10.78 17090

0K

$monitor all alarms #1;

Taskl>>start=0x2481991b

$¢monitor all alarms #2;

Task2>>start=0x2481ba82

query task 2

SOK

Task2>>#2.los=false, #2.1¢ .ais=false, #2.ais_count=0, #2.sync=false, #2.sync count=0,

oop_count=0, .rbl=false, #2.rbl_coun : rr=false, #2.ferr_count=0, #2.ryel=false, #2.ryel count=0, #2.bpv
#2.bpv_count=0, #2.esovr=false, #2.esovr in #2.esunf=false, #2.esunf_count=0

query task 1

>0K

.los count=0, #1.ais=fal #1.ai1s « #1.sync=false, #1.sync count=0,

oop_count=0, # », #1.rbl_count=0, #1.ferr=false, { count=0, #1.ryel=false, #1.ryel_

#1.bpv_count=0, .esovr=false, #l.esovr l.es , #1.esunf count=0

multiframe format *

multiframe format #*
>#1.mt_tmt=193e; #2.mf_tmt=193e; #3.mf_tmt=193e; #4.mf_+tmt=193e

isconn

OGL 25
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WCS Module TT3600/EE3600 - Bit Error Rate Test (BERT)

BA 13 BERT.gls - GLClient - m]
File Edit View Connect Script Log User Help

BERT on framed or unframed unchannelized T3

-

E3 is an optional WCS Server side module that: DEE 28 4 SR D BIBNDE &E 9

PUITTE TWANT/AS T lug
OK

Task 1: ok
 Performs BERT on pseudo random patterns inform task * “add port2 RXTX QRSS";
0K
6. 9 11_ 15_ 20_ Task 1: ok
such as QRSS, 2°-1, 2°-1, 211-1, 21>-1, 220-1, Iaforin tagk * A
OK
223-1, etc. Task 1: ok
inform task * "QA";
- - L] - - OK
« Single or continuous Bit Error insertion for Task 1: ADD PORT1 RXTX QRSS
PatSync errLogic=0 errBPVY=0
. time=0-00:00:05 errFreeSec=5 errfFreePct=100.000000 severeErrPct=0.000000
Logic and BPV errors ADD PORT2 RXTX QRSS
PatSync errLogic=0 errBPV=0
. . . time=0-00:00:05 errFreeSec=5 enrfFreePct=100.000000 severeErrPct=0.000000
« Capability of remote operation, automation,
BERT is running.

and multi-site connectivity

{frun task "UsbT3E3Bert.help";

J{Run QRSS BER test on Portl and Port2
run task ""UsbT3E3Bert';

inform task * “add portl RXTX QRSS";
inform task * "add port2 RXTX QRSS";
inform task * "STA';

wait 2000;

inform task * "QA"|

wait 120 sec;

inform task * "QA";

wait 2000;

end task *;

o G / Ready VerdB _ |NUM |

Communications



WCS Module - HDLC Emulation and Analysis

git.-_TS_HDLETHRH.gIs - GLChient = B
« The FCS (also known as cyclic redundancy check CRC) is o HE e G S e T T
DEHl 2R O0R D BBHE|dae|?|
calculated using a polynomial o _

Task 20: Missed xfer count = 0

. . . . Task 20: Bx overrun occurance count = 0

» Sends HDLC frames with or without impairments Task 20: Rx overrun duration count = 0

Task 20: Total received frames = 100
Task 20: Queued rx frame count = 100
> Receives and verifies HDLC frames and optionally logs Task Z0: Queued o byte count = 2100
ask 20: Skipped rx frame count=0

Task 20: Skipped rx byte count =0

the errors Task 20: CRC error count =0

Task 20: Malformed count =0

Task 20: Equal frames count = 100

> Capability of remote operation, automation, and multi-site Task 20: Modified frames count = 0
Task 20: Inserted frames count = 0

L. Task 20: Deleted frames count = 0

ConneCt|V|ty Task 20: Sync stream count = 0

Task 20: Out of sync stream count = 1

Task 20: Sync loss count = 0

Task 20: Task 20 terminated

Task 18: Total rx streams = 1

Task 18: Hunning rx streams =1

Task 18 Missed xfer count = 0

Task 18: Bx overrun occurance count = 1

Task 18: B overrun duration count = 0

Task 18: Total received frames = 100

Task 18: Queued rx frame count =100 J

Task 18: Queued rx byte count = 2100

Task 18: Skipped rx frame count = 0

Task 18: Skioped r< bvte count = 0 =
ffQend - Displays query tasks at the task termination |
run task "UsbT3E3HdIcTest:t<" using "QEND"; =i
run task "UsbT3E3HdIcTestir<" using "QEND";
inform task * "#1 FRAMES 100"
inform task *"¥#2 FRAMES 100°;
inform task * "start'’ =l
Ready ver 46 UM 2

oGL
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WCS Module - HDLC Emulation and Analysis

Sample script for transmit and receive function:

//creates 2 streams on port 1 and 2, sequential numbers of fixed length 8 byte long + 4 byte (crc

32 by default) each consisting of 12000 frames with 200 flags between frames

Il insert some impairment ( corrupt 10 consecutive frames, skipping 9 frames, offs 3 XOR 5) on
both the cards.

run task "UsbT3E3HdIcTest:tx";

inform task * "#1,2 SEQNUM FIXLEN 8 FRAMES 12000 FLAGS 200",
inform task * "error rep 10 skip 9 offs 3 xor f5";

inform task * "start";

end task *:

28
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HDLC Protocol Analyzer

EAHDLC Protocol Analysis LAPD

GL's T3 (DS3) /E3 analyzer supports protocol

decoding and analysis of ATM, Frame Relay, PPP,

and HDLC. All the protocol analyzers are based
on similar architecture and supports sophisticated

filtering, statistics and real-time capture options

File Wew Capture Statistics Database Configure  Help

=10l x|

il H O AU ES BB

FIR[# | [ ] com

a

Dev | 75| Su. | Framett] TIME [Fielative] | Ler | Enor| C/R [ S8R0 | TEl | CTL | P/F | Niga]
S22 B 0 00:00:00.000000 5 Ca.. O 0 Super.. 1 -
\,12 23 1 00:00:09 980000 E Eo... n n Super... 1
(00:00:19. 960000 Super..

mmww 00:00:27.031875 mwmmmmm
NI 00:00:27.037125 Co. O 0 Inform... 0 25
S22 B 5 00:00:27.043500 38 Ca.. O 0 Inform... 0 %
S22 5 00:00:27. 048475 3 Co.. O 0 Inform.. 0 7=

| 3

Card? TimeS5lot=23 Frame=3 at 00:00:27.031875 O
HDLC Frame Data + FCS

Len=38

============ [AFD Layer =s=s========== =
CoR = . 0. Command({U=zer), Respon=se(Netw
SAPI = Qooooo. . (o)
TEI = Qoooooo. (o)
Ctl = L. 0 Information
H({S) = 0011000, (24)
F = . o
H{E) = 1000110, (70)
4 | ]
Hex Dunp of the Frame Data
DD 01 30 8c DB 0z 3o oo DS 04 03 90 BD A2 18 03 op o e
A9 83 B1 70 0B Al 35 30 38 33 30 32 31 31 31 31 @plp 5083021111
7D 02 91 84 6F 48 T T1coH
| | M
OFf-ling Yiewing |F:1Pru:ugram Files\ &l Communicat |195 Frames &

30



Supported Protocol Standards
-0l x|

Save Load Default

E Select summary colurnns ko displa=
SHL

:’ [ Menu checked options LAPF
J . o LAPD +IF s
J?IB Protocal skandard selection LAEsL|p
Ey MNebwork/User side seleckion Cizco HDLC
. 20
{E’} Time Farmat

S View Filter - _|;|
‘] B 4| | b

oaL
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User Interface

File View Capture Statistics Database Call Detail Records Configure Help

< |

i) ‘B IS MAWAE =G WY R WS 05, [ | e |
Dev | TS.. | Su..|  Framett| TIME (Relative) | Len | Enor | DLCI |pE | BECN | FECN | CTI<|
$¢2| o0l [ 0] 00:00:00000000 45 0 1 0 0 Un
/2| o 1 00:00:00.296748 45 416 0 0 0 U
v 0 2 00:00:00.443543 20 56 0 0 0 Uru
/1 0 3 00:00:00.561277 16 0 0 0 0 Uniw

Card2 TimeSlot=0 Frame=0 at 00:00:00.000000 OK Len=45
HDLC Frame Data + FCS

szszs=zsszs=sz== | APF I_a_ver EEEEEEEsSESES =
EA = L. 0 (0)
C/R = ... 0. Command(User), Response(HNetwor
DLCI = 416 (011010.. 0000....)
I'r.‘a I - R I
4

sl

[He= Dump of the Frame Data

68 01 03 CF CO 21 01 69 00 25 05 06 DO BF BS 72 h TAI

i% DPi,r
11 04 06 40 13 17 01 58 59 50 4C 45 58 08 00 87 @ XYPLEX 1|
0C 54 18 00 02 00 00 00 00 00 00 19 CS T A
4| | i
Q Device# |xE CR | & Frame court(ciR) | ] Frame Count(Device #) |
1 Command(User), Response(Network) (0) 162 162
2 Command(User), Response(Network) (0) 38 38
Total fotal Command{User), Response(Network) (0) 200 200
callp | Call Statuss | Caling Num | Called Nurm | Call Start Date & Time | Call Duration | R
4| | i

|C:\Program Files\GL Communicati 200 Frames
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Different Views

Summary View: This pane displays the columns that contain Card Number, Timeslots, Frame Number,
Time, Frame Error Status, Command/Response, Length, Error, C/R, SAPI, CTL, P/F, FUNC, and more in a

tabular format

Detail View: This pane displays in detail about a frame in order to analyze and decode by selecting it in the

summary view
Hex Dump View: This pane displays the frame information in HEX and ASCII format

Statistics View: This pane displays the Statistics that are calculated based on the protocol fields

33
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Real-time Analyzer

Invalid IF Version ~ IHL ??? Length field =s=pecifie=z 4 extra
?I?? Invalid frame-packet stll*ucture Frame decode ha= been aborted (=sese ¥
4 3

BAeHDLC Protocol Analysis LAPX+IP -0 x|
File ‘iew Capture Statistics Database Configure  Help

w ol vl 2@ AWM E] =S WYV SR o | GoTo |
[rey | T5... I Su... | Framet | TIME [F elative]l LenI E rrar | Source IF'.-'l'-.u:Iu:Iressl Destination |P Address AI

00:00:00.000000 DecodeEmar | |

N 0 1 00:00:00.0001 80 10 Decode Erar

! 0 2 00:00:00.000361 10 Decode Erar

A 0 3 00:00:00.000542 10 Decode Erar

! 0 4 00:00:00.000723 10 Decode Erar

. fIr 1 n R 0-00-nn nnnana | 1N | Necnde Froor _ILI
4 3
Cardl TimeSlot=0 Framse=0 at 00:00:00.000000 QK Len=10 -
HDLC Frame Data + FCS

============ TAPY layer ============ =

Dctets = =z00000000
============ [P Layer ============ =

Hex Dump of the Frame Data

oo 00 o0 o0 00 00 00 o0 7?3 83 =1

4| | 0

Running. Lkilization 0,99%: |F:'|,F‘r|:u;|ram Filest @l Cammunical |Ca|:|tureu:| 104232 frames |Err|:|rs 1 CRC, 26 Frame S

— Partzs——

FCS —
* 16 bits

32 bits
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Offline Analyzer

open 2|

Loak in: | (23 hdle_isdn

- = & e E-

=] 3tol0zbytel EN.hdl | &) telicaz.hdl

] deoss.hdl | &) telicazni . hdl

|&] IpOverLapd HOL test
] Isdniserhet, HOL test1
|&] lack _IE.HOL 2 best.tut

u | QsigEuro, HOL

Fil= namme: |

Files of type:  [HDLC Files [*.)

[~ Open az read-only

BAeHDLC Protocol Analysis LAPD =10l

File ‘Mjew Capture Statistics Database Configure Help

TIME [Relative]

W2 23 1] (0 0000, 000000 B Co.. O 1] Super.. 1
2 23 1 00 00:09. 980000 B D:u... EI EI Super... 1
o2 23 2 00 00:19. 960000 B Super...

mmmmmmu
W2 23 4 0000 27 0371 25 aa 1] 1] Infarm... 0
W2 23 h (0000 2704 3500 aa D:u... 1] 1] Inform... 0 25
W2 23 E 00 00; 27 048875 a4 Co.. O 1] Inform... 0 2V -
| | 3

Cardd TimeSlot=23 Frame=3 at 00:00:27 031875 QK Len=38
HDLC Frame Data + FCS

============ LAPD Layer ============ =
CoR = L. 0. Command{User). Respon=e(Netw
SAPI = oooooo. . §o)
TEI = DDDDDDD. (1]
Ctl = ... 0 Information
H{S) = 0011000, (243
F = . o {nj
H{R) = 1000110 {70)
4 | 2
Hex Dump of the Frame Data
oo 01 30 &C 08 02 30 00 05 04 03 90 90 A2 18 02 op o 1=
A9 83 81 70 0B Al 35 30 38 33 30 32 31 21 21 21 @plp 5083021111
002 91 84 oF 48 + “1cH

1 |

54

Cff-ling Wiewing |F:'|,Pru:u;|ram Filesial Communicat |195 Frames
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HDLC Based Gapture Filter

Real-time filter for HDLC based protocols like
Frame Relay, and PPP allows the capture of
frames with defined length, offset, mask, and

values

Logical conditions to include (ALL and ANY ) and to
exclude (XALL and XANY)

Il Capture Filter

Save Load Default

=10 =

Capkure File Options

n‘j Card & Stream Selection

C‘%; Capture Filker
Ui & Prokocal Options

— LogicalCondition LengthOrD ataifaluelist
I.&LL LEN 45 Clear |
Logicar _undition — Length or Data Value List111
ALL finclude] LEM 45
AMY [include) I
ailLL [exciude) — Offzet, Mazk and VW alue
HAMY [exclude) ~ Offset
—Mazk
] IMSBE IMSEE vI
—%alue [number ar min-masx]
B
Add I

A |

36



Offline View Filter

WM ViewSearch =lof x|
Save Load Defaul
i Y
E Select summary columns to display — Filter 5 election —Source IP Address Value——————
[Frafiaa]
Menu checked options | LaPD4IP I~ o
*21!3 Protocol skandard selection g E:thaDLmk
%NetwurkﬁUser side selection EIQ’I IP
Q} ) Lo ¥ Source IP Address
Time Format o i Destination |P Address
?uiew Filter --@ TCF >
w8 UDP

ﬂﬂh‘iew Search @ ICMP
@D: TCF Connection Options @ STUN

= - DNS —

[;EI! Periodic Trace Saving Options @ DHCF
ﬁ}Startup Options @ HTTP ;l Activate I Deactivate
@Data Link Groups &l Selected
. . Layer | Fizld | Search Value

FiView Font Size IP Source IP Address 23
INI Decode Options

Zapture Cplions & I I _'I
— Conditions for all zelections e
 AMD e OR f* Include ' Exclude Deactivate Sel | Deactivate Al
4| | _"|—I

» Isolates required frames from all frames in real-time/offline

« Filter applies to the captured frames and is based on the data link and other decoded protocol field values:
CTL, C/R, Modifier Function, N(R), N(S), P, P/F, SAPI, supervisory function and TEI

oGL
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Statistics

Statistics is an important feature available in HDLC
analyzer and can be obtained for all frames both in

real-time as well as offline mode

Numerous statistics can be obtained to study the
performance and trend in the HDLC networks

based on various protocol fields and parameters

Statistics
Field Mames — Modifier Funchion
lze Type [zingle selection)
ﬁ Layers -]
= Physical Link
il Device # Ei?f r
@ Error Code
@ SFarthDrT s3c — Statiztic Type(z] [calculated, multiple selection] —
@ Time Stamp Frame Count
H“/ﬁpg R Frame Percent
-2 ct
Em M adifier Function
4N NIF]
- Nig)
~IN) P T
N P#F
NI 54PI
~[El] Supervizony Function
@@ TEI & Cumulative € Separate
[+]- IF
w- @ TOP ;I Remaowe |
— Selected Statiztic |nformation
Layer | Field M ame | Uze Type | Statiztic Type - Remowve Sel
Physical ... Device # Field Frame Count, Frame Perc -
Fhyzizal ... Time Stamp Fizld Frame Count. Frame Penc— Remove Al
L&D C/R ke Frame Count, Frame Pere | =
1 A0M kA~ Aibimr Coimm by e |
A | o b |
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Statistics View in HDLC Analyzer

QFF-line Yigwing

JRL=TEY
File Miew Capture Stakistics [Database Configure  Help

wril| VB o] MNEE =S W R WS 5] am | |
Dev | T5.. | Su... Framed TIME [Relative] Len Emor | C/B | SAF | TEI CTL FAF I M[5] I MNH] =~
2 23 0 00: 00:00. 000000 E Co.. O a Super.. 1 [ 1 p—
W 2] 23 1 00: 00:03. 330000 E Co.. |0 0 Super.. |1 70

W 2 23 2 00:00:15. 360000 E Co.. |0 0 Super.. |1 70
W2 23 3 00:00: 27 031 875 38 | DecodeEmor | Co.. | O I Infarm... | 0 24 70
W2 23 4 O0:00: 270371 25 28 Decode Emor | Co.. O I Infarm... 0 25 70

W 2| 23 ] 00: 00 27043500 28 | Decode Emor | Co.. | O I Infarm... | 0 2R 70
W2 23 E O0:00: 27 048875 28 DecodeEmor | Co.. O I Infarm... 0 27 70
W2 23 7 00:00: 27 054625 28 Decode Emor | Co.. O I Infarm... 0 28 70

S 2 23 2 00:00: 27060000 23 | DecodeEmor | Co.. (0O 0 Infarrm... O 29 70

S 2 23 3 00:00: 27065500 2 DecodeEmor Co.. O a Infarmm... 0 a0 70

WS 2 23 10 00 00 27 03050 a8 DecodeEmor | Co.. O o Infarm... | 0 K] 7l

W 2 23 1 O0:00: 27 07E1 25 28 DecodeEmor Co.. O o Infarm... 0 32 #l

W 2 23 12 O0: 00 2. 051 500 28 DecodeEmor | Co.. O o Infarm... 0 33 #l

W 2 23 13 O0:00: 27 086575 28 DecodeEmor Co.. O o Infarm... 0 34 e
@ Device |58 oR Frame Count{C/R) Frame CourtfDevice #)

2 'Gnmmand[User), Fesponse(Metwork) (0 1 M

Total total Command(Lser), ResponseMetuark) () 1 M

2 Fesponse(User), Command(Metwark) (1) az 52

Total total ResponserUser), Command(Mefwark) (1) az 52

|C:'|,F‘r|:|gram Files\GL Communicatio [195 Frames
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Search Options

M ViewSearch =10l x|
Save Load Default

B Select summary columns £o display — Filter Selection —Source |P Address Walue —
[anmaa]

Menu checked options | LAFPD-P - =

J . -8 Data Link

J?E Protacal skandard selection @ LAFD

%Netwurk,l’Llser side selection E|J9"' IP

e:[,} , ‘ Source [P Address

Time Format . e Destination IP Address
577 view Fier w8 TCP »
- UDP

ﬂﬂ ‘Wiew Search % ICHP

@D: TCP Connection Options @ STUN

- DNS —

Perindic Trace Saving Ophions @ DHCF

ﬁStartup Options -8 HTTP | Activate I Deactivate
@Data Link. aroups Al Selected

oo _ Layer | Field | Search Value

FiView Fort Size IP Source IF Addiess 23

IMI Decode Options

@ﬁCapture Dplions d I I _’I

— Conditions for all elections o
" AND &+ OR {* Include  Exclude Deactivate Sel | Deactivate Al
1] | >

« Search features helps users to search for a particular frame based on specific search criteria

oaL
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HDLC Emulation (Tx/Rx]

* Designed to transmit and receive HDLC frames over

unstructured T3 E3

« The FCS (also known as cyclic redundancy check CRC)

is calculated using a polynomial

» 16 bit FCS is generated using polynomial
1+xX"5+x"12+x"16

» 32 bit FCS is defined in RFC 1662 and is using
polynomial
XNO+HXAL+HXA2+XNMAXNS+XN T + XA+ XN L0+ XA 1IN 2+ X1

16+XxXN22+X"N23+X"N26+Xx"N32

oGL

Communications

T Port [ Part

HDLLC Test

| [ Flags Estweean Frames —

FCS

™ 1&6hits  32bis

= Frame Length without CRC Fixedf¥ariable Length —
1

Min:

x|

[ Comeel ]

Prepend Fized Frame Header (Hex)

Max:  [Eo00
Fixed: Ii
1~ Tx Counters
Ta Tokal: ||299m4 T Frames Queued: Fumn
[~ Rx Counters
R Total: f1z99804 R Frames Queued: 207184
Rox Frame Errors: p RxlengthErrors: D
R CRC Errors: P Rt SEQ Errors: l:l

41
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WCS Module - HDLC Emulation and Analysis

#1+ T3_HDLCT=Rx.gls - GLClient

USB T3 E3 HDLC Tx/Rx Test (UsbT3E3HdIcTest) is an

optional WCS Server side module that:

>

>

Sends HDLC frames with or without impairments

Receives and verifies HDLC frames and optionally logs

the errors

Capability of remote operation, automation, and multi-

site connectivity

File Edit

Wiew Connect Script Log User Help

=] E3

DEHE 2R &S 0R D EBEEHE &8|7

Task 20
Task 20
Task 20
Task 20
Task 20
Task 20
Task 20
Task 20
Task 20
Task 20
Task 20
Task 20
Task 20
Task 20
Task 20
Task 20
Task 20
Task 20
Task 20
Task 18
Task 18
Task 18
Task 18
Task 18
Task 18
Task 18
Task 18
Task 18
Task 18

: Running rx streams = 1

» Missed xfer count = 0

. Hx overrun occurance count = 0
: Rx overrun duration count = 0
: Total received frames = 100

: Queued rx frame count = 100
: Queued rx byte count = 2100
: Skipped rx frame count = 0

: Skipped rx byte count =0

: CRC error count =0

» Malformed count =0

: Equal frames count = 100

» Modified frames count = 0

! Inserted frames count =0

: Deleted frames count = 0

: Sync stream count = 0

: Out of sync stream count = 1
: Sync loss count =0

: Task 20 terminated

: Total rx streams = 1

: Running rx streams = 1

» Missed xfer count = 0

. Hx overrun occurance count = 1
: Rx overrun duration count = 0
: Total received frames = 100

: Queued rx frame count = 100
: Queued rx byte count = 2100
: Skipped rx frame count = 0

: Skinped rx bvte count =10

Ready

/fQend - Displays query tasks at the task termination
run task "UsbT3E3HdIcTest:t<" using "QEND";

run task "UsbT3E3HdIcTest:n<" using "QEND";
inform task * "#1 FRAMES 100"

inform task *"#2 FRAMES 100;

inform task * "'start';

ver 4B [MUM 4

I Hin e

-
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WCS Module - HDLC Emulation and Analysis

Sample script for transmit and receive function:

llcreates 2 streams on port 1 and 2, sequential numbers of fixed length 8 byte long + 4 byte (crc

32 by default) each consisting of 12000 frames with 200 flags between frames

I/ insert some impairment ( corrupt 10 consecutive frames, skipping 9 frames, offs 3 XOR 5) on

both the cards.

run task "UsbT3E3HdIcTest:tx";

inform task * "#1,2 SEQNUM FIXLEN 8 FRAMES 12000 FLAGS 200",
inform task * "error rep 10 skip 9 offs 3 xor f5";

inform task * "start";

end task *:
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#7= HDL File Conversion Utility

HDL File Conversion Utility

X|

—Source Infarmation

File Mame I ! \sip-ipv6, pcap J

File Format | Ethreal/LibpCap File

—Deskination Infarmation

File Farmat IGLH::IIFDrmat j

File Mane I C: Ysip.hdl J

Protocol | 21F R il

[ Linus Format [ Discard Duplicate Packets

|
[~ Reverse Bits Link Type IEthernet j I 147
|

Frames To Cunvertl 1]

[ skip Beain |0 Evkes Convert
End {0 Bytes

HDL File Conversion Utility converts a file from Ethereal format (.PCAP and .CAP) to GL proprietary file format (.HDL) and vice-
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Cisco HDLC

Ethernet

Cisco

T3

® Scrambled

T3 Analyzer

Ethernet

LAN Switch

T3 Analyzer

Cisco HDLC
IP, SIP, T.38, Data

O GL 45
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Cisco HDLC Protocol Standard

-l
File View Capture Statistics Database Configure Help

||| B S| SmzEl =lel W wwE S0 P |_coTo |

Dev | TSlot SubChI Frame#t | TIME [... Len| Errorl Clsco HDLC Address lClsco HDLC Protocol I __I
w i | o0l | 2flovoo [ es] (U _J;l
< |

Cardl TimeSlots=0-23 Frame=2 at 2010-04-08 11:12:51.706552 OK Len=66 -

HDLC Frame Data + FCS
============ (Cisco Hdlc layer ============ =

0000 Address 00001111 Unicast Packets

0001 Control 0 (=00)
0002 Protocol =0800 IP
============ JP Layer ============
0004 Version 0100.... (4)
0004 Internet Header Length (In 32 bit words) L0101 (5)
Type of Service
0005 Precedence 000w Routine
0005 Delay .0.... Normal Delay

0005 Throughput
0005 Reliability

....0... Hormal Throughput
..... 0.. Normal Reliability

0005 Reserved for Future lsce = ... .. 00 (0)

0006 Total Length 60 (=003C)

0008 Identification 8569 (=2179)

000A Reserved 0....... (0)

000& DF 2o | AP sr s Hay Fragment

000A MF Sl Last Fragment

000A Fragment Offset U (...00000 OOOOOOOO)

000C Time To Live 127 (x?F)

000D Protocol 00000001 Internet Control Hessage
000DE Header Check Sum =668E

0010 Source IP Address
0014 Destination IP Address

============ JCMP Layer ============
0018 ICHP Type

Code

Checksun

Identifier
Sequence Number

192.168.30.102 (=COAB1E66)
192.168.20.3 (=xC0A81403)

00001000 Echo Message
00000000 Code Value
12124 (=2F5C)

512 (=0200)

7168 (=1C00)

L[| | | | [ | [ | [ | (| (| A | [ | Y (I | A I | B}
o

AJ Data 861626?6465666768696A6B6C6D6E6F7U71727374757677616263646566676869 =
4 »
Hex Dump of the Frame Data -
0OF 00 08 UUI45 00 00 3C 21 79 00 00 7F 01 66 8E E <ly 1 f1

] CO A8 14 03 08 00 2F 5C 02 00 1C 00 A fA” /N

61 62 63 64 65 66 67 68 69 64 6B 6C 6D 6E 6F 70 abcdefghijklmnop v
«| | »
Off-line Yiewing |C:\Program Files\GL Communications InciLap [32 Frames ¥

oGL

Communications
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Frame Relay

T3

o>

Frame Relay

oGL

Communications

T3

T3 Analyzer

T3

usSB

T1 Frame Relay
Protocol
Analyzer

T1

Tl

uUsSB

tProbe™ Analyzer
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Supported Protocols (Frame Relay)

Il Analyzer GUI and Protocol Configuration

Jave Load Defaulk

=10l x|

L)L
Menu checked options

B Select summary calumns ko displj

‘Q?lk Protocaol skandard selection

%Netwnrijser side selection

{E} Tirne Format
Physical Layer ? Wi Filker | _|;|
4 3

LAPF — Enhanced version of LAPD (Q.921) and decodes Layer 2 as Link Access Procedure/Protocol
(LAPF) as defined in the ITU Q.922

ITU Q.921, Q.922
Multi-protocol encapsulation, FRF.9, FRF.12, SNAP, PPP, link control protocol RFC 1661
Q.933, SVC, and LMI signaling

IP, TCP, UDP, SMTP, POP3, STUN, DNS, DHCP, HTTP, FTP, SNMP, RIP
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GL's Frame Relay Analyzer

GL
< A
g ﬂGL’s Frame Relay Analyzer
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13 (DS3) Frame Relay Analyzer

Lry Fraime Relay Protodol Analysis LAPT

Fe Wew Copture Stetibics Datshase Cal Detsd Records Confipre  Help

2 ] L] D0k 00000 (AONND00) 45 416 L] ]
F o 1 LLLE L L 45 416 0 1)
i 0 F) 0t Col D0, 443543 a £ ] o
| 1] 3 000000 560277 16 1} 0 1]
1 1] 4 0000 573N 2 a 40 ] 1]
2 1] 5 O 0000 598578 i5 416 0 0
F4 0 L (M Qa0 G340 45 416 0 1)
2 i ) Ok (i, e 45 416 i 1]
| 1] B 00000 4 &dES5 Fal 55 0 o
1 o q 0 O, 5531 59 16 1 ] 1]
| ] 10 OOk 575749 20 40 0 0

i |

R

PP in e el

FPP m feare telay
PFP in frares ey
[FPF i e selapy
PP in harme selay
[FFF i e selay
ke

PFP i s ey

Eardi’ Timeslob=0 Frams=0 at OO 00 00000000 OF Ler=4%
Frame Data + FCS

------------ LAPF Layer =sssssssssas =

Ea = Qfmy

C/B - 0. Commard(Uzar), ResponselHstwork)

DLCI = 416 (011010 oooo. ..

El - 1 (1)

DE = B (@)

EBECH - i) [

FECH - o [

Cel - 11 Uanumnbered

Hodifier Fusction = 000 06, . OI

PoF - i) (o

------------ Haltiprotocol Encapsulation Layer ==sssssssss= =

HLEID = 11001111 PPP in drame relay =
a | "

&% Dump of the Frams Dats

—-—— - &

8 01 03 CFCO 21 01 &9 00 25 05 0& DD BF BE 72 B TAY 2 5 Bd,x
11 04 0% 40 13 A7V 01 S8 59 S0 4C 45% S8 08 00 87 @ ITFLEX 1

C 54 18 00 02 00 00 00 QO 00 G0 19 CS A
FF-ine Viewing iC\Program Fles\EL Communications InclUsb T 200 Frames |

o1
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Features

Supports decoding of encapsulated protocols, and long frames up to 16 Kbytes
Analyze Permanent Virtual Connection (PVC) and Switched Virtual Connection (SVC) frames

Supports filtering and search features based on LAPF parameters and Q.933 layer parameters such as
DLCIs, Message Type, FECN, BECN, DE, NLPID's TCP, IP, SMTP, POP3, and so on

Provides Summary View, Detall View, Hex dump, statistics, and call trace views

Capability to export summary as well as detail information to an ASCII file for subsequent import into a

database or spreadsheet
Streams can be captured on the selected ports

Multiple streams of traffic on various T3 E3 ports can be simultaneously decoded (single instance can

decode multiple streams)
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Supported Protocols Structure

«  Q.921, Q.922, LAPF
« Multi-protocol encapsulation, FRF.9, FRF.12, SNAP, PPP, link control protocol RFC 1661
 Q.933, SVC, and LMI signaling

 IP, TCP, UDP, SMTP, POP3, STUN, DNS, DHCP, HTTP, FTP, SNMP, RIP

oaGL
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Frame Relay Header Information

PA¢Frame Relay Protocol Analysis LAPF 18] x|

File View Capture Statistics Database Call Detail Records Configure Help

/52 0 1 00:00:00.296748 45 4 B 0 Unn...
Uil 0 2 00:00:00.443543 20 56 U 0 U Unn... v
«| | v

Card2 TimeSlot=0 Frame=0 at 00:00:00.000000 OK Len=45
HDLC Frame Data + FCS

ssss=s=s=ss= TAPF Layer ss=ssssss==== =
0000 EA = 0 (0)
o000 C/R = 0. Command(User). Response{Network)
0000 DLCI = 416 (011010.. 0000....)
0001 EA R 1.2G15)
0001 DE = ... 0. (0)
0001 BECN SR 0.. (0)
0001 FECH = G0z 2009
0002 Ctl IR 11 Unnumbered
0002 Modifier Function = 000.00.. UI
goo2 P/F =
============ Myultiprotocol Encapsulation Laye
0003 NLPID =

============ PPP over frame relay Layer ============
0004 PPP Protocol = =C021 llnk Control Protocol
============ Link Control Protocol RFC1l661 Layer ============ =

0006 Code = 00000001 Configure-Regquest

0007 Identifier = 105 {=69)

0008 Length = 37 (=0025)

0004 Type = 00000101 Magic—-Number

000B Length = 6 (=06)

000C Data = =D0OBFB872

0010 Type = 00010001 Reserved

0011 Length = 4 (=04)

0012 Data = =0640

0014 Type = 00010011 Reserved

0015 Length = 23 (=17)

0016 Data = x015859504C45580800870C54180002000000000000

4] | |

Hex Dump of the Frame Data

68 01 03 CF CO 21 01 69 00 25 05 06 DO BF B8 72 h Ii! i % bPé,r

11 04 06 40 13 17 01 58 59 50 4C 45 58 08 00 87 @ HXYPLEX 1

0C 54 18 00 02 00 00 00 00 OO0 00 19 CS T A

< | >
|C:\Program Files\GL Communications InciLaptc| 200 Frames
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* Frame Relay is commonly used data link
protocol based on packet switching

technology

* Itis mainly incorporated by the
corporate data networks due to its cost-
effective data transmission, and flexible |
bandwidth

« Displays Summary, Detail, Hex-dump,

Statistics, and Call Trace Views

oGL

Communications

Real-time Protocol Analyzer

PAeFram e Relay Protocol Analysis LAPF
Fle View Capture Ratistics Database Cal Detad Records Configure Help

Dev. SubCh Frame#t

- -
& W N -

< |

=l E 2o Al =lel Wwe 5w

¥: =10l
%] <205 0 I GoTo |
TIME (.. Len Enoc| DLOI DE | BECN FECN CTL Numbet Si -
00:00: 45 416 0 0 0 Unn
00.00: 20 56 0 0 0 Unn
00:00 16 0 0 0 0 Unn
00:00: 20 40 0 0 0 Unn

DLC Frame Data + FCS
------------ LAPF Layer

Card2 TimeSlot=0 Frame=0 at 00:00:00.000000 OK Len=45

EA 0 (0)

C/R - 0. Command(User). Response(Netwvork)

DLCI = 416 (011010.. 0000....)

EA - 1 (1)

DE - 0. (0) ~|
| Rl | »
‘Fex Dump of the Frame Data
68 01 03 CF CO 21 01 69 00 25 05 06 DO BF B8 72 h YAl i % DBe,r
111 04 06 40 13 17 01 58 59 50 4C 45 58 08 00 87 @ XYPLEX 1
0C 54 18 00 02 00 00 00 00 00 00 19 CS T A

< | 2l
_ﬂ Devce# |8 CR [ ] Frame countDevice #) | ] Frame Count(CrR) |
Comman... 162 162
uan wtal Com... 162 162
2 Comman... 38 38
fotal 2 wtal Com... 38 38
caip | Call Stass | CalingNum | Called Num | Call Start Date & Time | Call Duration | Release Compiete Cause |  Des

\C:\Program Files\Gl Communications Incl| 200 Frames

I

[_;IJ

Summary
View

2 Detail View

=2 Hex Dump

View

2 Statistics

View

> Call Detail

Record View
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Real-time Capture

r Farts ——

'I:i"z"l.ffrarm': Relay Protocol Analy S 2
E3 real-time analyzers File ‘iew Capture Statistics ©

« All or filtered traffic can be recorded into a trace file | "'I 1{5'#* ':.l,
Dev | T5.. Start real-time

« Real-time capturing requires user to specify ports

« Capture and analyze Frame Relay frames using T3

~FCS——
{* 1E bitz

™ 22 bits

oGL
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Real-time Filter and Search Criteria

_ioix]
Save Load Defaul
Capkure File Options >
1 — LogizalCondition LengthQrD atay aluelist
ﬂ‘j Card & Stream Selection |mw LEM 15-17 20 OMY 12 M5SE1 57 »64 Clear |
ga? Zapture Filker
Ui & Protocol Cptions IIT
- Lagica cundition — Length ar Data W alue List
ALL [include LER |-| 517 20
#oLL [excliude] — Offzet, Mazk and Value
HAMNY [erchide] ~ Dlifset
|1 2
— Mask
IMSE'I I MSE1 - I
—%alue [number or min-max]
57 ubd
Add [57
<| [ _»l_I

« Capture frames with specified length and/or, a value at an offset

» Capture Filter based on ALL and ANY or to exclude XALL and XANY logical conditions

oaL
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Offline Filter and Search Criteria

- Filtet Selechion ~CTL Vahus

|8 LoFF

2 @ Dala Lk, "

= ¥ LAPF Urriumberzd
& DLO)

@ DE

i BECH
@ FECM >
W CTL

+ @ Multiproboool Encapsulshor
P

@ i ToP

+ @ UDP

o I B = R

— &l Selecied

Larper | Field | Fiter Viahue
LaPF CTL

B e

1] I |
— Condiions for sl sslacions

| ANDF OR || lncade "~ Evchide

DeactivaeSel |  Deacivaiead |

Offline filter based on Frame Number, Time, Length, Error, DLCI, DE, BECN, FECN, CTL, NLPID and other parameters
Search for a specific frame based on the criteria

oGL

Communications
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Statistics Option

Field Mames — /R
ze Twpe [zingle zelection]
E Lapers -]
= 9 PrysicalLink
. Device # Key
Field

@ Ermor Code
@ StartT =0T s5¢

— Statiztic Tepelz] [calculated, multiple zelection) —

. Time Starnp = =
=¥ LAPF rarme Count 3
@ EECH Frame Percent

Bute Count
-Efcm | | oo —
~[=0 o

@ 0/C

@ DE —Walue Set
@ DLl Command{User). Besponze[Metwork)
@ EA Rezponze(Uzer], Command(Metwork)
4N FECN 1] | 2]

~[Ell Modifier Function
-~ M[R) € Cumulative (% Separate

3 - —

— Selected Statizhic Information

Layer | Field M ame | Ilze Tupe | Statiztic Tupe Remowve Sel
Physical ... Dewvice # Total Frame Percent

Physizal ... Time Stamp Tatal Byte Count Remave Al
LAPF C/R Total Byte Percent —_—

1| | | Apply

oaL
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[I;:&'EIFI“EII'I'IE Relay Protocol Analysis LAPF

Statistics Database Call Detail Records

File Wiew Capture

Statistics View

Configure  Help

=10l x|

ol | VB <G| MR S =] WM oE W | CED | me |
Dev | T5.. ] Su.. | Framett] TIME [Relative] | Len | Erar | DLCI [DE | BECN | FECN | CTi~
20 0 00:00:00.000000 45 416 0 0 0 Uni—
2l 0 1 00:00:00. 296743 45 416 0 0 0 Ui
10 2 00:00:00. 443543 20 BR 0 0 0 U
10 3 00:00:00.551277 16 0 0 0 0 Ui
10 4 00:00:00.573712 20 A0 0 0 0 U
2l 0 5 00:00:00.596573 15 116 0 0 0 Ui
20 5 00:00:00. 895403 45 416 0 0 0 U
2l 0 7 00:00:01.299238 15 16 0 0 0 Ui
10 = 00:00:01.444655 20 BG 0 0 0 Uni
10 g 00:00:01 553199 16 0 0 0 0 Ui
10 10 00:00:01.575743 20 40 0 0 0 Uni
20 11 00:00:01 53601 4 45 416 0 0 0 Ui
2l 0 12 00:00:01.895545 45 416 0 0 0 Uni
1ir 2 n I 173 N0-NN-n2 19RR7R AR A1FR n n n II;-. hal
@ Device |58 oR Fratme Count(C/R) Frame Count(Device #)
1 |CommandiUser, Response(Network) (0] ww

2 Command(Usery, Response(Metuork) () 28 28
Total total Command{Lser), Response(Nefwork) (04 200 200

|C:\Pragram FilesiGL Cormmunicati 200 Frarmes i
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Call Detail Records

Select Call Trace Columns to Display

Call 1D
Call Status
Calling Murn
Called Mum
Call Start |:' ate & Time . _ -
Call D . iy Frame Relay Protocol Analysis LAPF k N =10] x|
R =) I_'|_|r|||:|||-h- Cauze Eu Wiew Capbure Statistics [atabase Call Detal Records Configure Help
EI . - ll] I GoTo I
. : TIME (Relative)
1] 0 00 00 00000000 40 256 1] 0 0 Unrw.. 0933 J
TupelfCall 1 0 1 00:00:00.000817 0 256 0 0 0 Unrwi,. 0933
1 0 2 00:00:00. 314571 10 256 0 0 0 Unow. 0933 :
- | 1| 1 n K | | MM -47 374180 14 ot n n n | Irarws PR e LIL,
CalID | Col Stus | ColingMum | ColedMum|  Call St Date 8Time | Coll Duration | Release Complete Cause | Devbo| T8
=1 completed 5556000 6704784 16010101 0000000000... 000147 374160 Normal call chearing 1 2
Kl | 2
iC:\Documents and Settings|Adr 4 Frames [ -

« Call trace defining important call specific parameters such as call ID, status (active or completed), duration, CRV, release
complete cause etc. are displayed
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GL's T3 PPP Analyzer

T3 E3/Datacom

'\

Customer Location  ppp Router PPP Router

» Ability to decode and analyze PPP, MLPPP, and MC-MLPPP packets exchanged between the two nodes over
T1 E1 link

« MLPPP analyzer also supports Packet Data Analysis module (requires additional license) to perform detail

analysis of MLPPP packets over IP and segregates them into SIP/H323/MEGACO/MGCP/T.38 Fax calls

oGL

Communications
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Features

Supports a host of protocols PPP, IPCP, BCP, BPDU, PAP, CHAP, HTTP, SNMP, STUN, FTP, DNS, and DHCP
Ability to test and perform numerous measurements across WAN- LAN or LAN-LAN connection

Ability to test and analyze HDLC based PPP protocol in synchronous environment

Search and filtering capabilities for both real-time as well as offline analysis

Provides Summary, Detail, Statistics, and Hex dump views

Supports Packet Data Analysis module for real-time IP call analysis including SIP, RTP, MEGACO, H.323, and
MGCP, and T.38 Fax calls

Detailed information of all the captured Frames or only the filtered frames can be exported to ASCII file for the

further off-line analysis and printed

Capability to export summary as well as detail information to an ASCII file for subsequent import into a

database or spreadsheet
Ability to capture and decode both PPP routed protocols, PPP bridged protocols

» User can decode frames from the recorded trace files and can be played back using HDLC playback

application
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Protocols Supported
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Supported Protocol Standards

I Analyzer GUI and Protocol Configuration

Save  Load Defaulk

.E Select summary columns bo displei PRP
Menu checked options FFF SiaTran

EQ?IE Protocol skandard selection
%Netwnrkjmer side selection o

oaL
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PPP Protocol Analysis

| | x|
» It provides useful analysis of the PPP, MLPPP, and Fie ‘Gow Cophire Stabstes. Database Corfie Help
L o =la) - 2O AEial 6] W 5% 0P G |
MC-MLPPP protocols which includes distribution Dev | Subth|  Fuaneh| THE(. | Len| Enol] PP LoyoFiotcol] MpppSeale] 4]
Intemet Protocal M“—‘
of protocols, protocol fields, frame lengths and 2 Lo e B
2 3 00:00... 70 Internet Protocol
fl’ame StatUS /2 4 00:00... 70 Internet Protocol v
R sf
Ctl = 00000011 (3) _._]
Protocol = 00000000 00100001 Internet Protocol #
szzzzz====== IP Layer =======zzzz= o
Version = 0100.... (4)
Internet Header Length (In 32 bit words) & L0R0T 659
Type of Service =
Precedence =000..... Routine
Delay = ...0.... Normal Delay
Throughput = ....0... Normal Throughput

| Reliability T 0.. Normal Reliabilitv JL'
1 »

Hex Dump of the Frame Data i]

FF 03 00 21 45 00 01 8E DE 88 40 00 36 06 EC 59 y IE IPI@ 6 iY
48 25 C9 91 CA AE 9C 22 E8 9F 06 B8 4C 96 B? F8 HZE E01'el LI
00 44 EE 79 80 18 16 DO 74 F4 00 00 01 01 08 04 Diyl Bto

02 53 69 BA 02 73 17 46 03 00 01 54 08 02 76 D1 Si¢sF Z it

05 04 03 80 90 A3 6C OE 01 83 39 36 36 35 39 34 gL 1966594 =
27 2017 24 27 20 70 0C 41 29 27 26 22 22 22 N 207474n 18762221 _J—‘
4

| |
| Z5 Address |z§ Ot |§§ Pratocol

265 3 Internet Pratoc...

otal 266 fofal 3 total Intemet P...

Off-line Yiewing [C:\Program Files\Gl Communications In |11 938 Frames [_Z

oaL

Communications
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Real-time Analysis

.

v

v

Fle Yiew Capture Ratistics Database Configure Help
=l E 2O &awae =lel W Fw® <o) P GoTo |
Dev | 1S..|S.. Frame#t |  TIME " Len| PPP g Se.. Cl._ | LCP Code IPCP Code | PPPMwdCP Code &

TN 10 000005644575 k-] Link Control Configure Request

1 2 11 000005648725 k] Link Control Corfigue Request

2 110 12 00:00:07.231400 K] Link Control ConfigureAck

2 110 13  00:00.07.293087 59 ML PPP 0 0 EchoRequest
/

2 110 15 000007.2%73%7 20 ML PPP 2 0 oam..amﬁ
«| | »
Card2 TimeSlots=1-10 Frane=14 at 00:00:07 295087 OK Len=32 -
DLC Frame Data + FCS
ssssssssssss PPP Link Layer ssssssssssss .

Address = 11111111 (25S)

Ctl = 00000011 (3)

Protocol = 00000000 00111101 ML PPP
wsssssnnnsns ML PPP Layer s=sssssssssss .

Begining Fragment -1 Yes -
«| | »
ex Dunp of the Frane Data

+ + + D S e
03 00 3D CO 00 00 01 80 21 01 01 00 14 02 10 ¥y =A 1!
00 61 00 OF 00 OF 01 00 00 0S 00 A8 01 02 FA 14 a a
«| | l.
Device # Code | f Frame Court(Cod_ |
1 Corigure.. 9
1 Echo-Req.. 20
1 Echo-Rep... 16
otal 1 Total 44
2 Corbgure.. 6
2 Echo-Req.. 15
2 Echo-Rep.. 20
fotal 2 Total 4
Off-ine Viewna D:\Proaram Files\GL Communications 195 Frames [ (- |

\ 4

>

Summary View

Detail View

Hex Dump View

Statistics View
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Configure *.ini File

‘f] INI Decode Options [ (O] x| H
Save Load Default

v 1:»:"¢PPP Protocol Analysis PPP F
[ Menu checked options

[Eae View Capture Statistics Database Configure Help

U&UDJJD 004838 192 1881 103
00:00:00.007166 347 192.168.1.103
00:00:00.009500 812 192.168.1.103
00:00:00.014255 377 192.168.1.200
00:00:00.016744 206 192.168.1.200
00:00:00.018330 206 192.168.1.200

Fg Select summary columns to display
Edit INI I C:\Program Files\GL Communications Inc\Laptop T3 Analyzer\PppProt.ini

-;),'!k Protocol standard selection

T ! )
E ﬁNawwHLhw side selection

[BUNKNOWN_L2_LENGTH]
L2_LENGTH_VAL=4;10

£ b? Time Format

S View Fiter (HMLPPP. PRESENCE]
[} view search [HLAYER_2_PROTOCOL)

L2_PROTOCOL=2

ardZ TimeSlots=0-23 Frame=0 at 00:00:00.000000 OK Len=828
DLC Frame Data + FCS

==s==ss=ss=== PPF Link Layer =====ss=====
0000 Address
0001 Ctl
0002 Protocol

11111111 (255)
00000011 (3)
00000000 00100001 Internet

s=========== IP Layer ============

0004 Version 0100.... (4)

0004 Internet Header Length (In 32 bit words) .0101 (5)

Type of Service

K| |

Fex Dumnp of the Frame Data
80 11 BO F9 vy !E 6> & u
03 22 FA SF A EA gOR & "u_
30 30 31 40 INVITE =ip:0001@
33 20 53 49 192.168.1.103 SI
S3 49 S0 2F Ps2.0 Via: SIP/
31 36 38 2E 2.0-UDP 192 .168.
72 61 KE 63 1.200:5060;branc
31 33 33 33 h=z9hG4bK3811333
2D 46 BF 72 536-332 Max-For
AC RC AR 77 wawde TN AT lew

[ 2= 7P connection options (AMLPPP_SEQ_NUM_FORMAT_CHOICE]
Fou . SEQ_NUM_FORMAT=1
: IPB!IOd‘l: Trace Saving Options [#739]
7 . 738 FLAG=1 1
v ) H
= Startup Options (HPHC_COMPRESSED_UDP_CHECKSUM]
FHHRka tink Conime UDP CHECKSUM=1

IPppPrnt - Notepad H=] E3

File Edit Format VYiew Help
| ————— MLPPP Sequence number foramt values il

; SEQ_NUM_FORMAT
;0 -> SHORT SEQ FORMAT
;1 -> LONG SEQ FORMAT

;pefault wvalues 4:P§P, 10:MLPPP
TH
L2_LENGTH_vAL=4;] 10

|C:\Program Files\GL Communications Inc 2 550 Frames

;0:MLPP absent, 1:MLPP Present
[#MLPPP_PRESENCE]
MLPPP = 0 ;1

;2:PPP, 3:CiscoHdlc, Else: unknown L2
0CoL]
L2_PROTOCOL=2

;0:short seq, l:long seq
[#MLPPP_SEQ_NUM_FORMAT _CHOICE]
SEQ_NUM_FORMAT = 1 Ll
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Real-time Analysis

Multiple ports can be selected for a single instance of

analyzer to capture the frames simultaneously

Specify ports, and Frame Check Sequence (FCS) for

real-time capture

Il Card & Stream Selection -0 x|
Save Load Defaul
| . .
Capt File Cpt -
apture File Options Pt
Card 8 Stream Selection
i
ga; apture Filker 2
Ui & Prokocal Options
FCS—
% 1E bits
32 itz

70



Real-time Filtering and Search Criteria

. =10l |
» Filter can be set based on length of frames, Frame Save Load Defaul
I [ | . .
Number’ Tlme’ Length’ Error’ Layer3 PrOtOCOI’ Capture File Options LogicalCondition LengthOrD atay aluelist
LCP Code, IPCP code, TCP and UDP source and I corgeustream solectn (’*LL LEN 6 OMy 1 M3B1 2 _ Clear_|

? Zapture Filter
destination port, PPP Message type, and so on ] ui & Protacol Options T TI'T

Logicar condition — Length or Data Yalue List

« Based on specific search criteria users can search e B B E
. wall [exclude] — Offzet, Mazk and W alue
for a particular frame RANY [enchude] —IEIffset
1
—Mazk

[MsE1 [MseT =]

—%alue [number or min-max]
|2

&dd

O GL 71
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* Users can use recorded trace files for offline analysis. Filtering and search criteria can be set for offline analysis as well

oGL

Communications

Offline Filtering and Search Criteria

— Filter Selection

% 8021d Hella Packets 4]
= IPCP

- % IPCP Code

& BCP

-8 PPP MUX CP

-8 4 Compressed TCPYIP
-8 IPHC Compressed TCP
@ IPHC Compressed Mon-TCF
-2 Multiplexed PPP

8% Compressed ATP
@ Compressed RTF

@ E stengible .-'-‘-.uthenticatil:un_F'Ij
4 | »

—IPCP Code Walue

_ Are
Configure-
Terminate-tuck,
Terminate-Aequest

Activate Deactivate
—All Selected
Layer | Field | Filter % alue
IPCP IPCF Code Configure-d.ck, Configure-Mak., Config
a | i

— Canditions for all zelections

- aMD &+ OR & |nclude i Exclude

Deactivate Sel Dieactivate Al
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Statistics Options

statistics | x| |

Figld Mames — Type
- Uze Type [zingle selection]
=4 IPCP =]
=4 BCP
i Eridget E-E'Td
Em Code =
% :_Tr:tg'er  Numb — Statistic: Type(s] [calculated, multiple zelection] —
eqment Murmber
{8 MAC Address S
~E[ll MAC Type AN EI
~[Elll Dption
Em Praotocal e \alue Set
—alue Se
il %% P Bridge Control Facket Indicator
- Bridge-ldentification
-8 VI Compressed TCPAP IEEE 202 T agged Frame
EEI--@ IPHC Compressed TCP LaM - dentification ;I
-8 |PHC Compressed Mon-TCP
a8 Multiplexed PPP % Cumulative € Separate
- Compreszed RTF =
: |@ E [ _"|_I sddMod | Remove

— Selected Statiztic Information

Layer | Figld Mame | ze Type | Statistic Type Remove Sel
BCF Bridget Tatal ol

BCF Length Total bt [ Fermaowve Al
BCF Type Tatal

1| | ] Apply

oGL
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Configure *.ini File (PPP)

: ( INI Decode Options [ (O] x| “
e Lo Cofou
@ [TALTA E3E7 04| Fg Select summary columns to display
@ﬁ Menu checked options Edit INI I C:\Program Files\GL Communications InciLaptop T3 Analyzer\PppProt.ini
‘|.1 £8.1.1 U ';)?lk Protocol standard selection
00:00:00.007166 347 192.168.1.103 EO/@ NetworkjUser side selection
00:00:00.009500 812 192.168.1.103 i(.-b-.li‘r' . ; [HUNKNDWN_L2_LENGTH]
00:00:00014255 377 192.168.1.200 %, lime Forma L2 LENGTH_V&L=4; 10
00:00:00.016744 206 192.168.1.200 < view Filter [#MLPPP_PRESENCE]
00:00:00.018390 206 192.168.1.200 MLPPP=0 1
[} view search (HLAYER_2_PROTOCOL)
L2_PROTOCOL=2
Card2 TimeSlots=0-23 Frame=0 at 00:00:00.000000 OK Len=828 [ fl2= 1cp Connection Options [#MLPPP SEQ NUM FORMAT CHOICE]
HDLC Frame Data + FCS
sz==s======= PPP Link Layer ====s======= = IBiPppProt - Notepad Hi=] E3
0000 Address = 11111111 (255) =
0001 Ctl - 00000011 (3) File Edit Format View Help
0002 Protocol = 00000000 00100001 Int 1
T L 1P Layer seemeeeees : ] T ———— MLPPP Sequence number foramt values ~
0004 Version =0100.... {4} ||m———mmmmmmmmm—————
0004 Internet Header Length (In 32 bit words) = __..0101 (5) .
Type of Service = ,SEQ_Num_FORMAT
4 [ ;0 -> SHORT SEQ FORMAT
Flex Dunp of the Frame Data :1 => LONG SEQ FORMAT
- . - + + + - - s T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T
80 11 BO F9 § IE 65> ¢4 | |ememmm——————— 4|
03 22 FA SF A" EA gOR & "u_ =
30 30 31 40 INVITE sip:0001@
33 20 53 49 192,168 1.103 SI ;pefault values 4:PPP, 10:MLPPP
S3 49 S0 2F P/2.0 Via: SIB/ TH]
31 36 38 2E 2.0-UDP 192.168. 4.
72 61 6E 63 1.200:5060; branc LZ2_LENGTH_VAL=4;]| 10
31 33 33 33 h=z9hG4bK3811333
2D 46 BF 72 536-332  Max-For ;0:MLPP absent, 1:MLPP Present
&r AC BR 77 mawnde: 70 Allmwm i L )
[#LPPP_PRESENCE]
[c#\Program Files\GL Communications Inc[2 550 Frames | [MLPPP = 0 ;1
12:PPP, 3:CiscoHdlc, Else: uUnknown L2
0OCOoL]
L2_PROTOCOL=2
;0:short seq, l:long seq
[#MLPPP_SEQ_NUM_FORMAT _CHOICE]
SEQ_NUM_FORMAT = 1 ~|
L

oGL
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Packet Data Analysis (Traffic Analysis Tool for IP)

Traffic Analyser - Summary Yiew

, File Wiew Call Summary  Settings  Help

dounz »~ -

=ol=|

3

2| % % H M [sip Calls ~|[Show All Sessions -

Call Surnmary | Registraton Summaryl Alert Summar}ll
Jcaly S5RC Payload |Facket | Conwversat| Listening | Packets | Missing | Duplicate | Out OF Average |dverage |Average |Average | Cumulativl basbdin | basdbdin Max.-"Mir;|
Received | MOS/R... | MOSAR... | Discard... | Packets...| Packets.. | Sequen... | Gaplms] | Delay Jitter Inter Ai...| Packet ... | Gap Delay Jitter
ECaIH00000 Caller0001(8192.168.1.231 Callee:0001 (81 92.168.1.237 Call d:GLPG134071 27763982 Call StartTime: 2008-03-05 16:14:57. 000444 Call Dura’ oo o0 0 ~om==
81 o571 PCMU. 1883 227/. 231/. 4013 184/. 0/000 0/000 2206 000 400 3 =10l x|
21 35773, PCMU.. 1383 224 23/ 04000 134/ 0/000 Q/000 2207 0.00 200 3 File View DetailWisw Settings Help
| FCaIH000002 Caller0002(E192.168.1.231 Callee: 0002621 92.168.1.237 Call d:GLPG134171 27763987 Call StartTime: 2008-03-05 16:14:58.000443 Call Dura -
@0 95097 FPCMU. 1847  147/. 150/.. 3/014 448/.. 0/000 0/000 2544 000 400 3 J ¢ J ” ) 3g | | O T | b, S ” M |sip calls ~||show anl sessions Ll
gﬁ2 95681... PCMU... 1B46 147/ 1580/ 0/000 446/ 0/000 O0/000 2544 0.00 200 5
EICAI000003 Caller 0003@192.1668.1 231 Calles:0003@192.168.1.237 Call d:GLPG1 3425567763932 Call StartTime: 2008-03-05 16:14:59.000207 Call Dura | =8l Summary | Reaistraton Summary | Alet Summary |
[N A L YSTR] And 4 e 4 A 4 aAe P o Leon AL an FER Y o .
1 FPacket # . | Pavload Type FPacket Seq... Packet # FPayload Type Packet Seq...
| Active Calls = Ml M 42 g020 1445  PCHMUAZ000 | 160 Session InP... 000 —I'm 41 BE448 1832.. PCHWU/E000 | 160 Sesgsion InP... | 0.00 -
= 46 a0 1446,  PCMUAZ000 | 160 Seszion InP...  21.48 . 42 BE449 1832.. PCWUMB000 | 160 Segsion InP.. | 21.51
47 a0z 1446,  PCMUAZ000 | 160 InSequence  10.74 : 43 SE450 1832.. PCWUMB000 | 160 InSequence | 10.71
5 i 49 8023 1446 PCHWUAB000 | 160 InSequence | 2247 : 45 56451 16832,  PCWUMB000 | 1RO InSequence | 21.4R
[ A3 a024 1446 PCHMUAZ000 | 1RO InSequence 21.49 : 43 BE4R2 1832..  PCWUMB000 | 18RO InSequence | 21.48
E Jal4] 8025 1446 PCHWUAZ000 | 1E0 InSequence | 21.45 : bz BE453 1832..  PCwWUMB000 | 180 InSequence | 21.50
: a7 8026 1446 PCHWUAB000 | 1E0 InSequence 21.49 : Lt | FE4R4 1832..  PCWUMB000 | 1B0 InSequence | 21.47
______________________________________________________________ L ] E0 02y 1445  PCHMUAZ000 | 160 InSequence | 21.47 ; 56 BE455 1832.. PCHWU/E000 | 160 In Sequence | 21.50
2 L E2 a02a 1446,  PCMUAZ000 | 160 InSequence  21.49 : 53 BE45E 1832.. PCWUMB000 | 160 InSequence | 21.49
@ i I Fd anrg 144F PrCRALLAAOOND - TR0 In QaTJanna M 4R _ILI I Lt FRART 1832 PCRILLAAOOO RN In Semuernce n73 _ILI
S 4 » 4 » I
g B
CIN U S A SR SO TS S SO RSN S S S S I
E
! ‘Ml Heading I Value 4 | | Heading | Yalue -
lE SSRAC 957412353 SSRC 957785601
i il Source IP Address 1521681.21 Source P Addiess 1921681237
Destination |P Address 192.168.1.2437 Destination IP Address 192.168.1.231
o Ml Source Part 2E550 Source Part 21708
o Ml Destination Part 21708 1 | Destination Part 2550 =
161457 161505 161513 1601521 16:15:29 1613537 15:‘15:4!:? 1615054 161602 161610 161615 161626 1616:34 161642 ‘Ml BTP Packets Count 1806 RTP Packets Count 19487
Time Ml RTCP Packets Count 3 RTCP Packets Count 2
Lt il Packets With Marker Bit 1 Packets With Marker Bit 1
Active Calls Elaph/< Awerage Jiter Distribution )\ E-tadsl >\ RTF Packets Graph )\ T.38 Analysis >\ Call Graph )\ Call Surmmary / Total Audio Bytes M 7e0 Tatal Audio Bytes 301920
RTCF Sender's Feparts 3 RTCF Sender's Fepaorts 2
H]EF’ Receiver's Reports 0 _lLI HICF’ Feceiver's Reoorts 0 _ILI
4 | B 4 | B

RTP Statistics/,{ RTCP )\ Gap Graph )\ Jitter Graph >\ Gap Digtribution Graph >\ Jitter Digtibution Graph

)\ MOS Graph }\ (uality Factors }\ Inband Events >\

oGL
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PDA Call Graph

Traffic Analyser - Summary Yiew ][]

File wiew Call Summary Settings  Help

J@ Zjﬁ M | | - W ?%| EH 4 % A ISip Calls lehuwAll Sessions v

| Call Summary | Fegistraton Summar_ul .-“-‘-.IertSummar_l,ll

Call # | S5RC| Pavload| Packet | Conwerzational| Listening FPackets tizzing Duplicate | Out OF Sequence | Average | Average | Average| dverage nter -
Received | MOS/B-Factor| MOS/B-Factor | Discarded %] | Packetz %] | Packetz %] Facketz %] Gap(ms]| Delay | Jitker Ariveal Jitter
?EI:Zallﬂ[ll:ll:ll:l[l'l Caller: 0007 =1 92.168.1.231 Calles: 0001 =2192.168.1.237 Calld: GLPG 134071 27763982 Call StartTime: 2003-03-05 16:14:57.000444 Call Duration: 00:00: 41 _I:II:II:IEiEl.-"l
&‘I 95.. PCM... 1389 212443 217 /44 aa /183 194 /933 0/000 04000 2206 000 4.00 3
.,:,'_' 5. PCM.. 1383 221 /45 227446 G024 134 /332 0/000 0/000 2207 000 2.00 3
EICallf000002 Caller00026E192.168.1. 231 Callee: 00022192 168.1.237 Calld: GLPG1341 7127753987 Call StartTime: 2005-03-05 16:14:53.000443 Call Duratior: 00;00:41. 000355
?17 9R P4 1R47 1437427 147 /2R 2941499 ddR /M 34 0 nnn .4 nnn 7R 44 1 A 1N ] _}ILI
adder diagram showing the SIF Call Flow INVITE sip:0001@192.165.1.237 SIPsZ.0 -
192.168.1.231 132.168.1.237 Wia: SIPSE._O/UDEP 192.lEEl.l.231:EDED;hrann:h=zE'hG4hH134El'?lZ'?'?E_
MY TE ax-Forwards: 70
54095 =] E:llnw: INVITE,EYE, CANCEL, ACK, INFO, PRACK, COMET, OPTIONS, SUESC]
AFrom: 0001 <sip: O001@192 1628 1. 231=;Lag=GLPG 134071EZ776-395:
506D .‘ S D VLY VT 54095 To: 0001 -:511:-:3001@192.168.1.23?::— y B
L Call-ID: GLPGEL34071Z776338Z
Contact: 0001 «<sip:0001@15%Z2. 168 1.231+
E060 ‘ SIP/2.0 200 Ok 54098 Content-Type: applicationsdp |-
Content-Length: 35 X .
ALK - Displays the decoded information
54035 P 500 =0 of the selected SIP message
EYE o=0001 44434558 444948375 IN IP4 192 168.1.231
54093 o 5050 s=-
c=IN IPF4 12Z_1e8.1_231
5050 ‘ SIP/2.0 200 Ok F4092 =0 0O =
3 I

1] |

I\ Active Calls Graph )\ Ayerage Jitter Distnbution }\. E -t adel }\. RTF Packets Graph >\ T.38 Analysis )\Eall Elaph/< Call Summary /
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FAX over IP (T.38) Calls Analysis

* Packet Data Analyzer (PDA) provides Fax
(T.38 data) over VolP monitoring and decoding

capability

» The captured fax calls are indicated with “F”

oGL

Communications

Traffic Analyser - Summary Yiew

File Wiew Call Summary  Setbings Help

=10/ x|

T . .
LG MW D » u g =% F | M [sipcas ~|[[show Fax calls B
Call Summary | Registraton Surnrnar_l,ll Alert Summar_l,ll
Call # Payload | Packet | Conversat| Listening | Packets Curnulativa| b audbin
Received | MOS/R... [MOS/R... | Discard... Packet ... | Gap
[ACAI#000001 Caller:5551 0000 suman. com Callee: 934557 205960 92, 168.2.16%:user=phane Callld: 355427520 92,
&1 24899 PCMA.. 321 41a/.. 420/ 04000 O/000 O0/000 04000 2000 0.00 .00 0 0 21.10...
gﬁ BER2G.. PCMA.. 322 418/, 420/ 0/000 O/000 04000 1/03 1987 0.00 0.00 0 0 2003
Ladder diagram showing the FAX Call
( | o
NSF - = -
5004 P 6o UDPTLPacket Displays the decoded information of = SEQUENCE
DIS:DSR:ATU-T 4. 27 ter and .29 seq-rmber = INTEGER
504 Bl an ’ £33 Fontents the selected FAX message =4
" primary-ifp-packet = Open Typ:
5004 no-signa b Length =12
IFPPacket = SEQUENCE
504 ‘ v21-preamble £ Preamble =1
type-of-nsg = CHOICE
TSI NLIM: Choice Index =1
3004 ‘ B30 data = ENUMERATI
DC5:D5R:9600bps, ITU-T ¥.29 Extensibility Marker =0
5004 | 6302 Contents -0 vzl
-signal data-field = SEQUENCE
5004 (o e £302 Iteration Count -z
.. data-fi=ld = Instance
5004 (o ¥233600 training Ea02 dara-field = SEQUENCE
= Preamble =1 o
n t-rrn-erm-data sy 29-9R00 1 nkts nst fe e S —
1| | 3 1] | 3
1 | blh Aeerage Jitter Distribution }\E-Model}\ RTP Packets Graph )‘T.3B Analysis/( Call Graph )‘ Call Summary /
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PPP SIP Header Info — PPP/SIP/RTP

SEI
File View Capture Statistics Database Configure Help

wih| H S| Azl =e] 1B FwE -0 0 |_GoTo |

Dev I TSlot SubChI Frame#t | TIME [Relatwe]] Len] Enor] Source IPAddressl Destination IPAdd_[_essl LIDP Source Portl __I
N N O T N N ) TR | I
jJ 0-23 [ 1 00:00:00.004838 346 192.168.1.103 192.168.1.200 54098 :

Card2 TimeSlots=0-23 Frame=0 at 00:00:00.000000
HDLC Frame Data + FCS
==========s== PPP Link Layeyr s=sssss=s=s==

0001 Ctl

============ JP Layer ============

0004 Version

0004 Internet Header Length (In 32 bit words)
Type of Service

0005 Precedence

0005 Delay

0005 Throughput

0005 Reliability

0005 Reserved for Future Use

0006 Total Length

0008 Identification

0004 Reserved

0004 DF

000& MF

000A Fragment Offset

000C Time To Liwve

000D Protocol

000E Header Check Sum

0010 Source IP Address

0014 Destination IP Address
============ [JDP Layer ============

0018 Source Port

0014 Destination Port

001C Length (Header + Data)

001E Checksum
============ 5ip326]1 Layer ============

|

OK Len=828

LU | I | | | (O | | | (| | [ | (| (| [ | Y | A O | | A 1}

11111111 ({255)
00000011 (3)
00000000 00100001 Internet Protocol (IPwd)

0100.... (4)
.0101 (5)

aoo. .. .. Routine
.0.... Hormal Delay

....0... Normal Throughput
..... 0.. Normal Reliability
...... UU (0)
822 (=0336)
574 (=023E)
....... (0)
B 0 Hay Fragment

o 1 PR R Last Fragment
0 {(...00000 0000O0O0O00)
128 (xBU)
00010001 User Datagram
=BOF9
192.168.1.200 (=COAB01CSH)
192.168.1.103 (=COABOD167)

o

54098 (=D352)
5060 (=13C4)
802 (x0322)

64095 (=FASF)

INVITE =ip:0001@192.168.1.103 SIP-/2.0
Via: SIP/Z.?/UDP 192.168.1.200:5060:branch=z9hG4bK3811333536-332

|»

Hex Dump of the Frame Data

FE 03 00 21I45 00 03 36 02 3E 00 00 80 11 BO F9
| CO A8 01 67 D3 52 13 C4 03 22 FAi 5F
4

§ IE 6> & 'u
A" EA” qOR & "u

Off-line Yiewing |C:\Program Files\GL Communications InciLaptc [2 550 Frames

B il B

/8



WCS Module (TT3635/EE3635)

o+ T3_PPP_TxRx.gls - GLClient =]
T3 E3 PPP Tx/Rx Test (UsbT3E3HdIcTest) is an optional Ble Edt Wew Connect Script Log User el
Dl 2R&8 R DeE BEHE 8?7
WCS module that: run task "UsbT3E3HdIcTest:tx" using “QEND"; [

Task 4: Task 4 started
inform task *"#1 EOF FLAGS 1 HDLFILE 'C:\Program Files [xB6]\GL Communications

« Sends PPP frames with or without impairments ALaptop T3 AnalyzenPPRPPPBridged HOL™:
inform task * "start';
. .o . ] 4
* Receives and verifies PPP frames and optionally logs Task 4: Total t streams = 1

Task 4: Running t< streams = 0
Task 4: Missed xfer count = 0
the errors Task 4: Tx underrun occurance count = 0
Task 4: Tx underrun duration count = 0
. . . . . Task 4: Total t< frame count = 366
« Provides remote operation, automation, and multi-site Task 4: Queued b frame count = 0
Task 4: Queued t< byte count = 0
Task 4: Skipped tx frame count =0

connectivity Task 4: Skipped tx byte count = 0|

Task 4: Task 4 terminated k4!
[
ffTransmit HDL File for a sample PPP trace
run task "UsbT3E3HdIcTest:bd';
inform task *"#1 EOF FLAGS 1 HDLFILE 'C:\Program Files [x86)\GL Communications
Inci\Laptop T3 Analyzer\PPPAPPPBridged.HDL'"; iy
inform task * "'start';
[
Ready er 4B [MUM 4

oGL

Communications



0 GL

Communications

Sample Script

Sample Script for PPP Emulation and Analysis:
/[Transmit HDL File for a sample PPP trace

run task "UsbT3E3HdIcTest:tx" using "QEND";

run task "UsbT3E3HdIcTest:rx" using "QEND";

inform task * "#2 EOF FLAGS 1 HDLFILE 'C:\Temp.HDL" ";

inform task * "#1 EOF FLAGS 1 HDLFILE 'C:\Program Files\GL Communications
Inc\Laptop T3 Analyzer\PPP\PPPBridged.HDL"";

inform task * "start";

end task *:

80



- .Y

<« GL
. 4

Co unications

ATM Analyzer



ATM Unchannelized

Ethernet

13
@ > ATM
< - Unchannelized
T3 Analyzer

Ethernet

LAN Switch

T3 Analyzer

oGL
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Supported Protocols (ATM)

Classical IP over ATM
ATM Protocol Stack Protocol Stack

Control Plane User Plane Control Plane User Plane

S55C5 SCCP

AAL CPCS

M3UA

SAR
SCTP

ATM
P

Physical Layer
AALS

ATM

S

SS7 over ATM Protocol Stack

Control Plane User Plane

SSCF-NNI

SSCOP

AALS

ATM

oGL
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Supported Protocols Standards

e |ITU-T Recommandation 1.361, 1.366.1, 1.366.2

* ITU-T Standard Interfaces(UNIQ.2931), ATM Forum
Standard Interfaces (UNI 3.0, 3.1, 4.0)

oGL

Communications

Il Protocol standard selection

Save Load Defaulk

=10l %]

B Select summaty columns to disple=

— Al 2 BIUMIZT]
Menu checked options a2 B(LUMI4.0]
A 2 B(LIMI-g233T)

:Jé Protocol standard selection
%Netwurijser side selection

@ Tirne Formak
? Wiew Filter

ﬂﬂ Wigw Search

@D: TiZP Conneckion Opkions
—

Periodic Trace Saving Opkions

Fj Sktartup Options
@Data Link. Groups

P;‘:'F View Fonk Size

IMI Decode Options
-
) | »|‘|

84



GL's ATM Protocol Analyzer

GL ATM Analyzer
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ATM Protocol Analysis

Asynchronous Transfer Mode (ATM) is a flexible network, which carries voice, video, and data in the same way,

l.e. fixed length cells

Displays Summary, Detail, Hex-dump, Statistics, and Call Trace Views

RI=IE|
Be Yiew Capture &teustks Q&ebaso Call Detal Records Configure Help

2 3 nnn 52 n
14l

Device2 TScount=24 Frame=0 at 00:00:00.000000 OK Len=53
ATM Frame Data

a

»

a

............ ATM Layer ==ss=sssss=a= a
GFC = 0000 . (0)
VPI = 0 ( 0000 0000 )
VCI =0 ( 0000 00000000 OOO0O )
2T = nnn Ny
< |
Hex Dump of the Frame Data
00 00 00 00 55 6A BA BA GA 6A BA BA gt\ 6A BA BA ¥ {leJ;jj);JJj
6A 6A 6A 6A 6A 6A 6A 6A 6A HA HA 6A HA BA 6A BA 333333333333333)
6A 6A 6A 6A 6A 6A 6A 6A 6A 6A 6A 6A 6A 6A 6A BA 333333333333330)
6A BA 6A 6A 6A 33333
«| | 2
;l Device# | £8 Frame Type | i Frame Count(Frame Ty... |
ATM-Cell (0) 12775
wz fotal ATM-Cell (0) 12775
callp | Call Status | Caling Num | Called Num | Call Start Date & Time | Call Duration | Release Complete Caus:
«| | i
Off-ine Viewing [C:\Program Files\Gl Communications It |12 775 Frames [ Z

»

» Summary View

Detail View

» Hex Dump View

Statistics View

Call Detail Record
View

86



oaL

Communications

Features

Ability to configure .ini file for PVC carrying UNI signaling messages to get the proper decoding options

Any protocol field can be added to the summary view, filtering, and search features providing users more flexibility

to monitor required protocol fields

CRC verification for AALS carrying packet data

Call trace capability based on UNI signaling parameters, VPI/VCI etc.
Displays Summary, Detail, Hex-Dump, Statistics, and Call Detail View

Captures, decodes, filters, and reassembles AAL2 and AALS frames in real-time, from within the ATM cells

according to user defined VPI/VCI

Capturing and re-assembling frames that were transmitted with Inverse Multiplexing. IMA combines up to 8 T1 E1

links to form a single high-speed connection with flexible bandwidth options
Unscrambling of ATM cells based on SDH X”43 + 1 algorithm
Advanced search and filtering capabilities

Recorded raw data can be played back using raw data playback application
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Real-time Analysis

Bfie ATM Protocol Analysis AAL2,5(UNI3.1)
File ‘iew Capture Skakistice Database Call Detail Records  Corfigure  Help

al

(ol | V| &G0 SWWE =S ’H“;'ﬂr %] ==l (o GoTo |
Dew 1Ecmmt| Framet TWE[Hdmwﬂl Len | WPl | WCI HEC IImeETHE 15 [ (D | IkA Fra... IIMﬁGmupmme -
| ¢ 0l 060500000 mmmml ATw Gl | IA Cortal |1 |06 | Operdtoral B
2 4 1 -00:00:00.086343 4] 100 ATHM-Cel M, Cantral ... 2 EEl Operational
1 4 2 000000001656 53 1DD 1D1 1] 110 ATh-Cell
2 4 3 000000024637 53 100 1M 1] 110 AT -Cell
1 4 4 000000003312 B3 100 1M 1]

110 ATH-Cell ol
| »

Devicel TScount=4 Frame=0 at 00:00:00.000000 O
ATH Frame Data
============ ATH Layer ============

gooo GEC

oooo WBI

gool1 WCI

goos PT

nooos CLE

0oo4d4 HEC

Len=53 i’

oooo. ... (0}

0 ¢....0000 0000....)

0 ¢....0000 oOOOOOOO OOO0O. .. .3
oo 101 £5)

....... 1 (13

01100100 (1007

Hex Dump of the Frame Data

oo 00 o0 OB &4 03 80 64 00 OY 04 01 A2 00 00O 00

00 FC 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 i

00 00 00 00 00 OO0 00 00 00 OO0 00 00 00 OO0 00 00

oo oo o0 02 D1 H

] | i
Running. Utilization 0,00% |C:\Termp. Hdl |Captured 154 669 Frames | |

oGL

Communications
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Stream Selection for Real-time Capture

3

Protocol Capture Configuration

Save Load Default

Capture File Options
n'] Card & Stream Selection

%; Capture Filter
ﬁ Reassembly Options
Gui & Protocol Options

— Card and Time Slat Selection

X[@

PORT ACTIONS | Pot\TS |00(01)02) 03 |04(05|06|07) 08 09(10(11|12|13| 14|13 (1 519|202 |2 |23 (M 5|%

VXL LI—I—TI—I—TI—I—I—I—TI—I—TI—I—TI—I—TI—I—T
/X @i |0086068000ECQCEECCECOCETEdEE

— zer [unchecked] / Metwark [checked]
r r

—Bit [nwersion [1 <> 0]

r r

— Octet Bit Reversion [ M5B <-» L5E ]
r r

—ATH Mapping
* Direct Mapping
" PLCP

— Scrambler

[ SDH =43+

— Row [Port] Select, Clear, Paste Oper

Paste operations apply ta the
clipboard contents created by
clicking o a row "C'* [copy) butto
for the port which timeslob selectio
iz served az the zource for pazte,

— Irwerse Multiplesing

[ Irwerse Multiplesing 1WA Frame Size |128 vl

"F‘asle Clipboard ko Part Lizt
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Look, in: I 7 atm

Offline Analysis

2 x|

x| = B ok E-

= Inkadvaals. dat
LucentAalZMotScrambled, dat
ATM Sarmple, hdl
. Bktm3scs_Capkl,hdl
AtrnSscs_Testl,hdl

File name: I.-'-‘«th zce_Captl.hdl

Files of type: ||-|DL|: Files [*.]

™ Open az read-only

B ATM Protocol Analysis AALZ,5(UNI3.1) P ] [
File Miew Capture Statiskics Database Call Detail Records  Configure  Help

wal| Bl & AMEE =S BN W S22 | | GoTo
bett | TIME [Relative] | Len | Evor[WPl [ WOl | PT | HEC | OSF | &L Type | FrameT.. | IM <]
0] QooooDoooooD | B3| 10 |0 [0 |8 | &5 |ATMCel | e

1 00:00:00.000276 53 ] ] ] a5 anlh ATH-Cell

2 00:00: 00, 000552 53 ] ] ] a5 anlh ATH-Cell

3 00:00:00.000328 53 1] 1] 1] a5 AALR ATM-Cel

4 00:00:00.007104 53 ] ] ] a5 anlh ATH-Cell

] 00:00:00.007 330 53 ] ] ] a5 anlh ATH-Cell

G 00:00:00.007 656 53 1 124 ] 210 anlh ATH-Cell
;I? Ak A Nn 00 932 R | M M M AR 2l ATH-Cel _’lll

Device? TScount=24 Frame=0 at 00:00:00.000000 O Len=53
ATH Frame Data

============ ATHM Layer ===========-= =
GEC = gooo. ... ()
VFI = 0 ¢....0000 0000....)
ViCI = 0 ¢....0000 0QOOOOQQOO OQoo00. .. .7
FT = ....o000 (o
CLF = ... o (o}
HEC = 01010101 §8%5)
1] | na
Hex Dump of the Frame Data
00 00 00 OO0 55 B4 BA B4 BA BA BA BA B4 BA BA BA U333333333313
BA BA BA BA BA BA BA B4 BA BA BA BA BA BA BA BA 1333333333333333
BA BA BA BA BA BA BA B4 BA BA BA BA BA BA BA BA 1333333333333333
BA BA BA BA BA 133131
a| | 0
QfF-line Yiewing |:YProgram Files\GL Communic. |12779 Frames | i
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Opening Trace File from Command Prompt

e DOWINDDWS system32h cmd.exe - | O |£

Microsoft Windows HP [Uersion 5.1.26841
¢G> Copyright 1985-28081 Microsoft Corp.

D:%>cd program files
D:“Program Files»cd gl com*

D:»Program Files“~Gl Communications InclXcd atm ana*

D:“Program Files~Gl Communications Inc~Atm Analyzer*atmprot atm™~ATM Sample.hdl

D:~Program Filesz~Gl Communications Inc~Atm Analyzer>_

* The trace files can be loaded using the command prompt
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ATM Import Plug-in (AIP) is an option can open off-line files, apply filter and re-assembly according to the user specified

criteria

Import Captured Files

Import Files

Save Load Default

— FROM file
IE:'\Program Filez' Gl Communications IncUsb E7 AnalyzertatmbaTh Sample. hdl |

—T0 GL trace file
IE:'\F’rngram FilesAG| Commurications [nehleb E1 Analyzeratmbatm HOL |

— Input File Format

GL Communications Trace File
Extenzible Record Format File

r Input file frame/packet number

—Agzzembly specification
= Mo assembly

& fcsembled only
Specify azzembly parameters |

ALl

& Fom [0 To [100
— Input Filter
r Filter by card/port range list
VoA | Data Link Fiter

— Frame/packet limit
|1 00000000

r Filker by date and time
Fram " MDD HH:MM:55
Al ’7

Ta MDD HH:MM:55
|19?’DIJ‘I 01 00:00:00 ’7

IEEI?EH 23 235353

—GL trace file size limit

|1 000000000

— Filter by frame/packet length and data

— Filter by ouput packet and/ar azzembly length and data

ALL LEM 520 200 OMY BxFF x30:39x41 w46

|mport Frogress

Input filker combination = 0OR f |nclude © Exclude

Impart I Caricel I
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Applications

« Can be used as independent standalone units as "probes" integrated in a network surveillance systems

« Triggering, collecting, and filtering for unique subscriber information and relaying such information to a

back-end processor

* Collecting Call Detail Records (CDR) information for billing

—
r Y
N~
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Real-time Analysis

Capture and analysis of the frames in real-time or

offline

ATM raw data capturing requires users to specify

ports, user/network side, and scrambling options

Recorded trace file can then be analyzed offline and

exported to ASCII file, or printed

Il Protocol Capture Configuration =10 x|

Save Load Defaul

]

] . .
Capt File Cpk -
ApRUre FIE Lptions —Ports —  —Metwork (checked) | User (unchecked) Side
n‘] Catd % Stream Selection WV 1 Metwark
v 2 Metwark
C:i; Capkure Filker
EReassembly Options
Gui & Protocol Options

Scrambler
[P SDH X435 + 1
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Real-time Filtering and Search Criteria

« Specify custom VPI, VCI, and PT type values to filter frames

during real-time capture

« Similarly, search capability helps user to search for a particular

frame based on specific search criteria

oGL

Communications

—ATH Layer
—|dle Cells

[v Capture when checke

—aMND /A OR
" AMD @ OR

—WF list

WOl ligt

Select ALL

Clear &LL

Clear &LL
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Offline Filtering and Search Criteria

* Filtering capability adds a powerful dimension

* Isolate frames of interest from all frames in real-time, as

well as offline

« Can specify custom values to filter frames for real-time

capture

oGL

Communications

— Filter Selection
J AAL2 SUNIZT)

-8 Data Link

= ATM

----- W VP

|»

----- ¥ pal Type -
----- » Frame Type

-8 AALZ Reassembly [CPS-SC
- AAL5 Reassembly [EPES_-FIL|
4| | »

— &8l Type Yalue

anl 2
anl 3
anlh

Activate

Deactivate

—a&l Selected

Laper | Field

| Filter ' alue

ATH Pl
AT YLl

MAThHA BT
4 |

120
120
1

— Conditionz for all zelechions

 AMD &+ OR % Include i~ Exclude

Deactivate Sel |

Deactivate All

1| IP
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Reassembly Option in ATM Analyzers

Segmentation and Reassembly Parameters EI
~ Explicit AL VPIACI specifications

[8AL [VPIRanges VCl Ranges Delete Al
AaLE 3 300

14 =
~AddAAL VPL/VCI Ranges
aalze  — VA |

-

asd | VO]

~ Nonexphcit VPILAC specifications default to
" AALY " AAL2 " AAL3A {* AALS

 Reassembly option is used to specify VPI /VCI value to reassemble as per the Segmentation and Reassembly rules

oGL
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Statistics

» Statistics can be obtained for all frames both in real-time as well

as offline mode

* Numerous statistics are obtained to study the performance and

trend in the analyzer's network

» Itis based on protocol fields and different parameters e.g., Use

Type (Key/Total/Field), Statistic type (Frame count, Byte count,

Frames/Sec) and patterns like Range List, Wild card

oGL

Communications

X
Field Names —AAL Type-
~ Use Type (single selecti
B Lopers = se Type [ ion]
=19 Physical Link Total
. Device # -
Field
{ND Emor Code .
& 75 Count p— : ——
S Time Stamp Statistic: Type(s] [calculated, multiple selection)
T }’ f'"d Frame Percent ;
1 AAL Type Byte Count
N CLP Byte Percent |
(=1 Frame Type
N GFC -
N HEC “Wahue Set-
N Offset Field(OSF) e
N FT B AAL3
{ND Parity(P) AALS
*Ill? Sequence Number[SN)
|H: VLI ' ¥ Ces
|H: W -
4| | » Remove |
r~ Selected Statistic Information 1
Laver | FieldMame | UseType | Statistic Type Remove Sel |
Fhysical ... Dewice # Total
Physical ... TS Count Key Framne Count Remove Al
ATM AAL Tupe Key Frarme Cournt
4 | * Qﬁpﬁ
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Statistics View in ATM Analyzer

Bfie ATM Protocol Analysis AALZ,5{UNI4.0)

File Wiew Capture 3Statistics

Database Call Detail Records

Configure  Help

=101 =]

w il VBl 2@ AtEEE = WYY W G20 [ | G'="‘°| _
Dev | Frame# | TIME [Fielative] | Len Emor | WPl [wol [P HEC | OsF [ 2L Tupe [ Frame Type -
3 0 00:00:00.000000 F2 4 101 1 20 ABL2 CPS-Frame e
3 1 00:00:00.000000 50 4 1001 1 20 AAL2 SSSAR-Frame

4 2 00:00:00.000119 53 4 1001 0 26 0 AAL2 ATM-Cel

4 3 00:00:00.000119 52 4 1001 0 26 AAL2 CPS-Frame

4 4 00:00:00.000119 ROl 4 1001 0 26 ABL2 SS5AR-Frame

3 5 00:00:00.000276 ! 4 101 1 20 0 AAL2 ATH-Cel

3 B 00:00:00.000276 F2 4 101 1 20 AAL2 CPS-Frame

3 7 00:00:00.000276 R0 4 101 1 20 AAL2 S55AR-Frame

4 8 00:00:00.000395 ! 4 101 0 26 0 ABL2 ATM-Cel

4 g 00:00:00.000395 F2 4 101 0 26 ABL2 CPS-Frame

4 10 00:00:00.000395 B0 4 101 0 26 AAL2 SSSAR-Frame

3 11 00:00: 00000552 53 4 1001 1 20 0 £AL2 ATH-Cel _
< i 2 17 no-00-nn ANnRERY [ =4 d I i 1 n LN ] mDC Crarnm _}I—I

| ? Device # |§§ Frame Type

| Frame Court(Frame Ty... |

ATM-Cel (0
ATM-Cell (0

Filker is active.

total ATM-Cell (0
CPS-Frame (1)
CPS-Frame (1)

total CPE-Frame (1)
SS5AR-Frame (2)
S55AR-Frame (2)

total S55AR-Frame (2)

379
T8
5%
379
TaT
35
379
7T

|C:'|,F'r-:ugram Files5L Cammunication |F|tr 2210 of 2364 frames

oGL

Communications
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« Currently applicable to only ATM analyzer, INI configuration file enables the user to enter custom values for PVC carrying

Configuring INI Decode Options

Il INI Decode Options

Save Load Defaulk

=101 |

[wiafaa)
Menu checked options
lg?lk Praotocol skandard seleckion

%NetwarHUser side selection

@ Tirne Formak
;ﬁ:_(;: Wiew Filker

ﬂﬂ Wieww Search

@D: TCP Connection Opkions
—

[ﬂ Perindic Trace Saving Options

‘F}J‘F View Fonk Size

IMI Decode Options
'@ﬁl\fapture Opkions

B Select summary columns to display

[HLNI]
UNIPI=0
UNIVCI=5

F:%Program Filez\G | Communications [ncsDual Ultra HD E1 AnalvzeratmPrat.ini

=10l

File Edit Faormat Yiew Help

[#UNI]
UMIVPI
UMIWCT

[PERIODIC_TRACE_SAVE]
FILE_MNAME_TYPE=0
SEQ_FILE_NAME_PREFIX=
SEQ_FILE_MNAME_SUFFIX=.HDL
SEG_FILE_MAME_DIGITS=3
DATE_TIME_FILE_MNAME_MASK=%Y%M%D_%H%I
DATE_TIME_FILE_MNAME_SUFFIX=.HDL
LIMIT_TYPE=0
SIZE_COUNT_LIMIT=1000000
TIME_LIMIT_LO0ONS. 0=1640261632
TIME_LIMIT_LOONS.1=8
STOP_RECYCLE_TYPE=0
STOP_RECYCLE_FILE_COUNT=2147483647

=

UNI signaling messages to get the proper decoding

oGL

Communications
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Real-time Analysis

- _Iof x
 Captures, decodes, filters, and reassembles AAL2 e =lolx|
Save Load Defaulk
and AALS frames in real-time, from within the ATM —
. . Zapture File Options - - : =
cells accordlng to user defined VPI/VCI Ld . Paorts Metwaork (checked) | User (unchecked) Side
Card & Stream Seleckion [ 1 Metwork
. . . _ E [T 2 Network
« ATM raw data capturing requires users to specify S Capture Fiker
t Inet K sid d bli i ﬁReassembly Opkions
orts, user/network side, and scrampling options
p g p Gui&F‘rl:utl:uc-:ul Oplions
* Recorded trace file can then be analyzed offline and
exported to ASCII file, or printed
scrambler
IVIF SDH %43 + 1
1] o

oGL
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ATM Based Capture Filter

_loix

Save Load Defaulk

* Real-time filter for ATM based protocols allows the

capture of frames with defined VPI and VCI values

] - : -
L-]JCapture File Cptions ~ ATH Layer
« Can specify multiple values for the options ffi card & stream selection |dle Cells
Qﬁ? Capture Filter ’7|7 Capture when checked
%Reassembly Cptions —arD ¢ OR
Gui&F‘rDtDcul Options " AND = OR
—WPl list
|1n
—WCl izt
E
FT

] . | Select ALL

Clear &LL

Clear ALL ..,I
L | k

©GL 102
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oGL

Communications

ATM Header Info - ATM SSCS Layer

=181 x]
File View Capture Statistics Database Call Detail Records Configure Help
||| B S| Awmzal =e| 1w swE S0 ] comw |

Dev TScount Frame#f | TIME [... Len Error | VP PT | HEC | OSF Frame Type 1M, IM& D |M&, Fr ~
we1 | 4| ofoooo | 11 [14 CPS-Frame e

41 24 1 00:00.... 13 14 4 0 CPS-Frame

A1 24 2 00:00.... 13 14 1223 4 0 AbL2 CPS-Frame

il 24 3 00:00.... 14 14 1223 4 0 AbL2 CPS-Frame

P 24 4 00:00.... 14 14 1223 4 0 AbL2 CPS-Frame

FZ] 24 R ON-N0- 14 14 1223 4 N adl 2 "PS-Frame >
Rl ( _»rj

ATH Frame Data
============ ATH Layer ============
pooo VPI
0001 vCI
0003 PT
0003 CLP
0004 HEC

CPS-Paket Header
0005 Channel Identifier (CID)
0006 Length Indicator (LI)
0006 User—-to-User Indication (UUI)
0007 HEC
============ S5(C5 Layer ============
Alarm Packet
0008 OAM Type
0008 Function Type(For External Alarms)
0009 Message Type

Devicel TScount=24 Frame=0 at 00:00:00.000000 OK Len=11

14 (0000O0OOOO 1110....)

o...100. (4)
....... 1 (1)

============ AAL? Reassembly (CPS-SDU) Layer ============

....0001 External RAI
000000. . AlarmsLoopback Packet

= 162 (=A2)

= 000010.. (2)

1 f R S 112810 00000 )

=2 SRR 02T

= 1100.... External Alarms

1223 (....0000 01001100 0111....

0oos  CRC LoV’ b7 2 X 10 00100011)

<] | i
Hex Dump of the Frame Data

00 E0 4C 79 00 A2 OB FS5 C1 02 23 aly ¢ SA4 #

<] | >

Off-line Viewing

|C:\Program Files\GL Communications InciLapte [17 Frames
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Physical Layer Analyzer

» Captures LOS, LOF, AIS, IDLE, RAI/X-BIT,

File

View Capture Statistics Database Configure Help

L;"i T3/E3 Physical Layer Protocol Analysis Alarms and Counters 32-bit

Excessive 0’'s alarms at T3 E3 level

w0 2O Swual Elel WwW %% S0 %[0 |_GoTo |
Error LOF Alarm Status LOS Alarm Status AlS Alam Status [ IDLE Alaim Status |812<-BIT Alarm Stat{f  Excessive 0's Alarm Status A
Physical Physical Physical Physical Physical Physical
i e [ [ R A S ey
» Captures Sync Loss, Carrier Loss, AlS, Blue, T
:01:32. off off off off off
1 3256 00:01:32.898000 12 ON oN off off cff
. 2 3257 00:01:32.900000 12 ON ON off off off
Yellow, Distance MF, Frame Error alarms at T1 | : == moi2am 12 on on o i
4 3259 00:01:32.903000 12 off off off off cff
1 3260 00:01:33.014000 12 ON ON off off off
2 3261 00:01:33.017000 12 ON ON off off cff
E 1 I eve I 3 3262 00:01:33.020000 12 ON ON off off off
4 3263 00:01:33.023000 12 off off off off coff
. . 1 3264 00:01:33.126000 12 oN oN off off cff
° I b p d f p f d 2 3265 00:01:33.130000 12 ON ON off off off
A arms can be Ca ture or a speciiie tlme 3 3266 00:01:33.133000 12 ON ON off off off
4 3267 00:01:33.136000 12 off off off off off
ithE}r\/EiI Deviced TScount=0 Frame=3254 at 00.01.32.731000 OK Len-12 »xx Right click to SHOW/HIDE layer details
ATM Frame a
============ Physical Layer ====s======== -
0000 Type = 00000011 T3/E3 Alarms

» Advanced filtering and search based on any
user selected alarms
« Displays Summary, Detail, Hex-Dump, and

<

Statistics views

0001 Counter

LOS Alarm

LOS Alarm Status

LOF Alarm

LOF Alarm Status

AIS Alarm

AIS Alarm Status

IDLE Alarm
IDLE Alarm Stat

us

RAI/X-BIT Alarm
RAIVE-BIT Alarm Status

Running. Utilization 0.00%

= 00000101 (5)
= 00000000 (0)
= 00000001 ON
= 00000001 (1)
= 00000001 ON
= 00000010 (2)
= 00000000 off
= 00000011 (3)
= 00000000 off
= 00000100 (4)
= 00000000 off

|C:\Program Files\GL Communications Inc\USB |Captured 3 296 frames

» Exports Summary and Detail View information is to an ASCII file

» Provides options to save captured alarms into an HDL file and these files can be imported offline for further analysis

» Channelized T3 E3 application can monitor Physical Layer Alarms up to 336 ports

« USB T3 E3 application can monitor Physical Layer Alarms up to 12 ports

oGL

Communications
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Observing T3 Alarms

* The Monitor T3 Alarms windows are used to show T3 line
status - 4 ports are shown below. Alarms will track the T3
signals states. The Green LED indicates No Alarm, Red LED
indicates Alarm is present, and Yellow LED indicates Alarm is

detected (Active) and switches to Non-active state

oGL

Communications

Monitoring T3 Alarms in USB T3 Analyzer

S UsB T3 Analyzer
File View Config Monitor Applications Help

B¢ EE¥»% 00D DERWE

"Bx STngaI Loabbsck Fﬂaming " Clock Source Mode Selection Port Selection
Terminate E”None El IC-Bil zulnlemal E”Sllucluved (T3to T1) z’_’ IPorlI LIM _":
B Monitor #1 [=]=]x] | B Monitor#2 =|a][x]| | % Monitor#3 (=]l | B vonitor #a = 8]x]
dAport[#1 ] WAport[rz | Aport[#s | Aport[¢#4 |
Alarms | Alarms - Alarms ~Alams
® Los ® L0s ® L0s @ Los
® LoF ® LoF ® LoF @ LoF
# As & As ® As & As
@ IDLE @ IDLE @ IDLE # IDLE
® RAI/XBIT @& RAI/XBIT & RAI/XBIT @ RAI/XBIT
® Excessive 0's ® Excessive 0's ® Excessive 's @ Excessive 0's
FEAC Message FEAC Message FEAC Message FEAC Message
~ Signal Input ~ Signal Input i~ Signal Input ~ Signal Input
Freq (Hz) Level Vp (dBdsx) Freq (Hz) Level Vp (dBdsx) Freq(Hz) Level Vp (dBdsx) Freq (Hz) Level Vp (dBdsx)
| 44735943 | 1.19(4.6)
i~ Emors - Ermors 1 rEmors Erors
Frame Erors 3 Frame Errors 0 Frame Errors 0 Frame Errors 0
P-Bit Parity 1 P-Bit Parity 0 P-Bit Parity 0 P-Bit Parity 0
C-Bit Parity 0 C-Bit Parity 0 C-Bit Parity 0 C-Bit Parity 0
FEBE Erors 0 FEBE Enors | 0 FEBE Enors 0 FEBE Emors 0
BPY 65535 BPY ‘ 0 BV 0 BPY 0
Excessive O's 65535 Excessive O's 0 Excessive O's 0 Excessive O's 0
~Log Log Log Log ]
{ Start I top I View |\ ( Start I Stop I View I ’7 Start | Stop I View |‘ ' Start I Stop I View ”
Resetall | Hide Panel | [ Resetal | Hide Panel | tAI ] Hide Panel | [ Resetal | = Hide Panel |
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Thank you
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