Network Surveillance System

O GL Communications Inc.

818 West Diamond Avenue - Third Floor, Gaithersburg, MD 20878
Phone: (301) 670-4784 Fax: (301) 670-9187 Email: info@gl.com
Website: https://www.gl.com



https://www.gl.com/inforequestform.php
https://www.gl.com/

NetSurveyorWeb™
Network Surveillance System
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NetSurveyorWeb™

Scalable and Flexible Architecture

Multiple Probes (T1 E1/IP) non-intrusively monitor at remote locations
Probes Feed Data to Centralized Database (Oracle, My SQL)
Real-time and/or historical data

Multi-user support, and user-friendly interface

Accessible via browser based clients (locally or remotely)

Provides database query methods to query captured results, and gather status,
statistics, and events

Results are displayed both in tabular and graphical formats
Provides protocol signaling, traffic, and call detail records (CDRS)

Perform filter and/or search for specific information



NetSurveyorWeb™ Lite Network Architecture

Probe 1
: Probe 2 = Probe 3
! Q [ Probe 4 !

| | ‘ | Hﬂ [ NetSurveyorweb™ Lite

PROBE Components + WEB SERVER Components

Protocol Analyzer + PDA Database Loader

Voiceband Analysis
(Optional) Oracle DB Express (11 G B)

SWITCH

‘.I'.“\ CDR and Frame Summary "

BEEEEEEEEEEEs Voice Analysis Reports
Storage of Voice Files (*.GLW Format)
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NetSurveyorWeb™ Lite Features

Flexible report generation
Ability to identify and analyze CDR using Key Performance Indicators (KPI's)
Ability to listen to the Voice calls

Set alarm conditions and generate alerts of different types like email alert, visual alert, audible alert, or
even log into tables for future analysis

Reports are displayed both in tabular and graphical formats; customize reports and graphs based on SQL
gueries

Graphs provided for Call Completion Ratio, Answer Call, Listening MOS, Conversational MOS, Failure
Cause, and Call Duration

Real-time data displays information such as called number, calling number, source & destination IP
address, RTP packet details, call flow graph, frame decodes and more

Apply single or multiple filters for data analysis; use logical operators between filters

Historical data retention up to 9 GB

Ability to export both graphical and tabular reports view as PDF

Ability to export the call detail records displayed based on time filter or record index as PDF and CSV



Comparison of NetSurveyorWeb™ and NetSurveyorWeb™
Lite

Requirements NetSurveyorWeb™ NetSurveyorWeb™ Lite
Use Case . Centralized reporting, analysis and surveillance . A simple cost-effective reporting and analysis addon
system for geographically distributed networks to individual protocol analyzers
. Works with multiple protocol analyzer probes . PKV169 addon to individual protocol analyzers
enhances capability to handle larger volume of data,
. Unlimited Users/Nodes and data storage filter for specific calls, build custom statistics and
_ _ o _ KPIs, automate and graphical analysis features to
. Suitable for network wide monitoring and very high analyze the call detail records (CDRs) in depth

volumes of calls
. Adds features which are not available in protocol
Analyzers

. Limited historical data retention up to 9 GB
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Comparison of NetSurveyorWeb™ and NetSurveyorWeb™
Lite (Contd.)

Requirements NetSurveyorWeb ™ NetSurveyorWeb™ Lite

Capacity Supports high speed data captures from multiple VolP, TDM, - Limited by data retention capacity
and Optical probes.
Modular system configuration permits:
. STM-4 capacities for T1 - up to 16,128 voice calls
» (STM-4> 336 T1’s x 24 x 2 = 16,128 DSO0s)
. STM-4 capacities for E1 - up to 30,240 voice calls
» (STM-4 > 252 E1’s x 30 x 4 = 30,240 DSO0s)
. T3 E3 TDM capacities per 2U 19” rack for 8,064 voice

calls
. IP capacities over 10 GigE - up to 100,000 voice calls
Additional Build customized KPIs, define complex filters, perform quick  Build customized KPIs, define complex filters, perform
Features search for calls of interest, and set alerts based on user quick search for calls of interest, and set alerts based on
defined criteria. user defined criteria.
PC Includes Standard Server-Grade Computing Platform To be deployed on Probe PC itself.
Includes Oracle 11g Standard Includes Oracle 11g Express Edition

Note: PC not included with this item.
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Applications / Value

* Remote Protocol Analysis and

Troubleshooting
« Traffic Optimization Engineering
+ Call Detail Records, Statistics
* Revenue and Billing Verification
« Alarm Monitoring and Logging

* Quality of Service Measurements

Communications

Debug Summary(Export as CSV) Decode Type: () ss7mu ® ssyanst  Back

¢ Address Complete
215.5.6<->5.33.205

Call Progress

21565.6<->6.33.205
¢ Answer
215.5.6<->5.33.205

Release

215.5.6<->5.33.206

Release Complete »
5.33.205<->2165.6

Card2 TimeSlot=23 Frame=0 at OR 10:31:20.%82625 Len=6€5

HDLC Frame Data + FCS
= MTP2 Layer

= MTP3 Layer =
Service Indicator
Bricrity Code
Sub-service field

Link Selectien
ISUP Layer
Circuit Ident Cede (CIC)
Message Type
Mandatory Fixed Parameters
Nature Of Connection Ind. Parameter
gatellite indicater
Continuity check indicator
Echo control dev.ind(NatureofCon.Ind]
Forward Call Indicators Parameter
Incoming internaticnal call Indicator
End-to-end method indicator
Interworking Indicator
IZM seqment.ind (ForwardCallInd)
ISDN User Part Indicators
ISDN User Part Preferences Indicators
ISDN User Part Access Indicators
SCCP Method Indicator

.1000000 (64)

MSU Format

ISDN User Part
Eriority Code 0

10.. . National Network
215.5.6(00000110 00000101 110
5.32.205(11001101 00100001 00
01110100 (11le)

11000110 ..000001 (454)
00000001 Initial Address

No satellite circuit
Continuity check not
OQutgoing half echo c

Not an incoming inte
No end-to-end method
No interworking enco
No indication

ISDN User Part used
ISDN User Part prefe
Originating Access n
No Indication “
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Few References

US Postal Service - TDM & Packet Monitoring Solution
» 600 T1 lines monitored
» Over 100 LANs monitored

US Air Force - SS7 & ISDN Monitoring Solution
»> 52 T1 E1 ISDN & SS7 with Voiceband Traffic

FairPoint Communications - SS7 Monitoring Solution
» 56 T1 SS7 - still growing

TDM & Packet Solutions
» Hundreds to thousands sold every year

» Almost every major equipment manufacturer and carrier in the
worlds
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Platforms

Front Panel

Back Panel

tProbe™ - Portable USB based T1 E1 VF
FXO FXS and Serial Datacom Analyzer

Dual T1 E1 Express (PCle) Board

Quad / Octal T1 E1 PCle Card

tScan16™ with
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Complex SS7 Networks
Actual Customer Example

e

AL 4
i
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SST End-to-End Call Flow

Initial address .

Initial address ’

Addr m
< Answer GL’s SS7 Probe
1
< Answer : : :
Release » : : :
Release > I ! |

. Release Complete

Listener

F_Esl_tmm:_

Call Records
Protocol Decodes

Browser based Access
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SST Probe Characteristics

Scalability can be achieved with Multiple T1 E1 Cards per PC

Multiple Link Sets Per T1 E1 (through Digital Cross Connect Grooming) — multiple 64
kbps signaling channels per T1 Elcan be monitored simultaneously by grooming

through a digital cross-connect

T1 E1 Cards can also be connected non-intrusively in Monitor or Bridge Modes, or

alternatively the data can be looped through the cards
50 to 100 SS7 signaling links per 4U rack PC probe

SS7 Redundancy supported
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Hybrid Network Surveillance SIP-TDM (ISDN/SST)

Browser-based
TDM Probes BB--------------------omoooooooooo oo ;o Access
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PacketScan™
VolIP Traffic Analysis 5G/ SIP / H323 / MEGACO / MGCP / RTP / RTCP Analysis
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11 E1 Physical Layer Monitoring

* Retrieve and display physical link

« Status using the probes deployed world-

* Sync Loss
e Carrier Loss
* Blue Alarm

* Yellow Alarm

wide

* AIS Alarms

s

©GL
—
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Network Wide Voice Quality

EA GL Probes

*  Active Speech Level
L. * Active Factor
Voice Files . RMS Eactor
‘L‘l"l’ * Noise Level
*  Max, Min & Absolute
Sample values
DC Level
Echo Return Loss

Echo Delay
Echo Dispersion

VBA Analyzer

Listener

Call Detail Records ——
@ GL Signaling and Traffic Data Browser-based Access

Communications
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Communications

Three Tier Architecture

Data Storage

Browser Access

20
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A listener application is co-hosted
with the database server running on
the Data Layer, collecting data

posted by the probes

Supports MySQL and Oracle

Database

Stores the CDRs and Signaling

Summary data

Data Storage

Loader
Interface

Database Interface
for WebViewer™ Server

¥ ¥

Central Database

Database Interface
for custom application

* CDRs
* Signaling
* Traffic

21
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Browser Based Access

WEB SERVER

User Name ‘gl |

Password ‘cc |

Forgot Password ?

Browser based Clients

» Access captured data over the web using an application such as GL's NetSurveyorWeb™

22



NetSurveyorWeb™

G NetSUrVeyO rWeb = Protocol Type My Account

m Status at -~
v

Syste
@ Data f. Reports 'S Alarms Users 2020-07-06 12:35:46

Quick CDR \ Longer Duration Calls Selection of customized Date and Time range.
+12020-06-06] ][ 2020-07-06) =] Time - 00 ][ 23:59:59 <] ) | —— > View data for last 7 days, last 30 days, yesterday, or

Today " vesterday. |Last7 Days {Last 30Days Il “All” option to view all the available data
mc:: _End to End Callflow u,o/\ctionsv Query Execution Time : 0.63960 Seconds
Poor LMOS Quick Search: ‘Trafﬁcsumm v I d 4 Q d ‘ ' D b b b Page Size: 20 V: Sort Order : STARTTIME DESC
Good LMOS

Called Number i Listening Mos1 Listening Mos2 Payloadl Total Packet #1 Total Packet #2;
L] # cCall Flow ﬂoﬂ 1 12016704784@px11.nexvortex.com 7039272626@px11.nexvortex.com 2020-07-02 11:51:36.641 00:44:46.297 0 0 PCMU/8000 O 0
(] = call Flow GQD 2 163@192.168.20.45 97039272626@192.168.20.45;user=phone  2020-07-02 11:51:35.827 00:44:46.264 3.91 3.91 G722/16000 134932 134925
SSRC# Payload | Total Packet Count Missing Packet Count/(%) | Dupl. Packet Count/(%) | Re-ordered Packet Count/(%) Packets Discarded/(%) Conversational MOS/R Liste
1960515141 G722/16000 134932 1/0 0/0 0/0 0/0 3.91/96
1921963389 | G722/16000 | 134925 0/0 | 0/0 | 0/0 0/0 3.91/96

O # casiirow GOD 3 13016704784@px11.nexvortex.com 8323607004@px11.nexvortex.com 2020-07-02 11:51:02.433  00:45:12.418 0 0 PCMU/8000 0 0

(] # call Flow GOD 4 163@192.168.20.45 98323607004@192.168.20.45;user=phone  2020-07-02 11:51:01.604 00:45:12.304 3.91 3.91 G722/16000 135807 135815

O # canrow EOD 5 13016704784@px11.nexvortex.com 8668994679@px11.nexvortex.com 2020-07-02 09:01:14.828 01:28:08.250 0 0 PCMU/8000 O 0

(] » carlow COD 5 318@192.168.20.45 98668994679@192.168.20.45 2020-07-02 09:01:14.003 01:28:08.115 0 3.91 G722/16000 0 8

) # catFlow COD 7 13013461514@67.231.1.112 13016704784@104.219.163.74 2020-07-01 15:39:53.612 00:33:12.660 0 0 PCMU/8000 0 0

(] # call Flow uoD 8 13472284118@67.231.1.112 13016704784@104.219.163.74 2020-07-01 15:32:16.631 00:40:51.941 0 0 PCMU/8000 O 0

) # calirlow GOD °© 12405514111@67.231.5.112 13016704784@104.219.163.74 2020-07-01 15:31:15.552 00:41:52.072 0 ] PCMU/8000 0 0

[] % catFlow GQGD 10 13016704784@px11.nexvortex.com 18668994679@px11.nexvortex.com 2020-07-01 11:15:51.127 00:34:34.363 0 0 PCMU/8000 0O 0
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Custom Column Views

Custom Column Views | Enable Alarms

v orofies | select - ~ T
cw proile Name| [ e

Available Columns Default / Selected Columns
Probename Trafficsurmid

Called Number ) Calling Mumber

Call Success Starttime

Failure Cause Duration

Post Dial Delay{ms) Call ID

Session Disconnetc Delay({ms) Filename

Rtp Origination Ipaddress Add == Mowve Up
Rtp Destination Ipaddress
Sip Origination Ipaddress =< Remove Mowe Down

Sip Destination Ipaddress

Error Code

Protocol Type

Serc #1

Ssrc #2 v
Pavloadl

oGL
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Ladder Diagram and Decode View

Call Graph View

ISDN

2018-06-27 14:53.:33.376
2018-06-27 14:52.:23.529 7]
2018-06-27 14:53:33.531 o«
2018-06-27 14:52:33.524 o«
2018-06-27 14:52:33.654

2018-06-27 14:53.58.218 o«
2018-06-27 14:53:68.374

2018-06-27 14:53.58.516 o«

SETUP

CALL PROCEEDING

ALERTING

CONMECT

CONMECT ACKNOWLEDGE

DISCONNECT

RELEASE

RELEASE COMPLETE

1
ISDN

=

============ LAPD Layer ============

============ (].93x Layer s===========

Protocol Discriminator

Call Reference Length

Call Reference Value

Call Reference Flag

Message Type
IEI Bearer Capability
IE Bearer Capability Length
Information Transfer Capability
Coding Standard
Information Transfer Rate
Transfer Mode
User Information Layer 1 Protocol {LLC)
User Information Layer 1 Protocol Ident
IEI Channel Identification
IE Channel Identification Length
Info Channel Selection
D-channel Indicator
Preferred/Exclusive

...... 1. Response(User
200002.. (8)

2000026, (B)

....... @ Information
8118111. (55)

1608118, (78)

oagalead 0931/I.451 u:

....08010 (2)
9 (.02e0000 @BAO1E8L)
Buvrnnns FROM side th:

28220181 SETUP
20088182 Bearer Capab:
3 (x03)
...B2888 Speech
.8a..... ITU_T (CCITT
...180082 B4 Kbit/s
B2, ... Circuit Mode
...88818 Mu-law Rec (
.Bl..... (1)
280211282 Channel Ident
3 (x83)
...... @1 Bl channel
..... @.. The channel :
vooaB... Indicated chi
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Custom Filter

Filters

New Profile Name LMOS |

@ Basic O Expression
Add Filter Clear All Show Expression

| Listening Mos1 ¥ . Add Condition
Ex: 4.18 (or) 2.12

Listening Mos2 ¥ . Add Condition

Ex: 4.18 (or) 2.10

oGL
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GL NetSurveyorWeb

Custom CDR Y CDR

Custom Filter Result

System Status at
2013-07-05 16:02:55

LUTERRR RN O1p (SIP & H323) v

My Account

Date : [2018-07-03 | [5][2018-07-05 | 75| Time : | 00:00:00

Today Yesterday Last7 Days Last 30 Days All

2 23:59:50 2| GEETEE| | AN

F [LMos

Page Config |Default

[~ &

.upﬂcticlns *  Query Execution Time : 0.077%8 Seconds

|Trafﬁcsumi|:| v ||

A Calls

Failed Calls

Passed Calls

FEor LS Quick Search:

Good LMOS

Longer Duration Calls

SITEEE S U & caliFow B
O # call Flow =
O & calirow B
U # caliFow B
O & call Flow =
U & callFow B
O # call Flow =
U & callFow B
O & callFow B
O & callFow B
O # caliFow B
O & call Flow =8
4

SiNoe Calling Number

10

i1

iz

0116@1%2.168.12.162
0115@1%92.168.12.162
0112@192.168.12.1632
0111@192.168.12.163
0110@192.168.12.162
0108@1%2.168.12.162
0106e@1%2.168.12.162
0105@192.168.12.163
0102@1%2.168.12.162
0101@192.168.12.163
0100@192.168.12.162

0058@152.168.12.162

Called Number

0116@152.168.12.164
0115@152.168.12.164
0113@192.168.12.154
0111@152.168.12.164
0110@192.168.12.154
0108@152.168.12.164
0106@152.168.12.164
0105@152.168.12.164
0102@152.168.12.164
0101@192.168.12.154
0100@152.168.12.164

0058®152.168.12.164

4444 4P P PDPP

Starttime

2018-07-05

2018-07-05

2018-07-05

2018-07-05

2018-07-05

2018-07-05

2018-07-05

2018-07-05

2018-07-05

2018-07-05

2018-07-05

2018-07-05

12:21:50.151

12:21:50.171

12:21:50.161

12:21:50.131

12:21:50.111

12:21:50.051

12:21:50.071

12:21:50.071

12:21:50.051

12:21:50.031

12:21:50.012

12:21:49.951

00:01:00.019

00:01:00.019

00:01:00.019

00:01:00.019

00:01:00.019

00:01:00.029

00:01:00.019

00:01:00.019

00:01:00.029

00:01:00.019

00:01:00.019

00:01:00.019

Page Size:

Sart Order : STARTTIME DESC

istening Mos1 Listening Mos2

o] 3.55
o 2.95
o 2.85
o 3.55
o 2.85
o] 3.55
o 2.95
o] 3.55
o 2.95
o 3.95
o 3.55
o 3.95

3.55

3.595

3.595

3.55

3.595

3.55

2.95

3.55

2.95

3.95

3.55

2.55

ayloadl
EVRC/8000
EVRC/8000
EVRC/B000
EVRC/8000
EWRC/B000
EVRC/8000
EVRC/E000
EVRC/8000
EVRC/B000
EWRC/2000
EVRC/B000

EVRC/B000

1¢

it

18

2

oGL
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SST Call Flow

FRAMENC
13439877
15435378
15439379
15439983
15439984

CALLID = 2237442 m

Graph view

Details view MErge view
201%-07-01 02:10:55.570857
2015-07-01 03:10:55. 720285
2015-07-01 032:10:55. 965857
2015-07-01 03:11:10,920285
2015-07-01 0311111, 066142

Probanarme
557
557
55T
S57
587

Card Linkrname

-

N

Debug Summary (Export as C5Y)

Linknarme Directional TS1

1.1.1%2,2.2 52.2*LL1 a 0
1.1.1>2.2.2 1.1.1>2.2.2 1] [1]
1.1.1>2.2.2 1.1.1=2.2.2 0 ]
1.1.1x2.2.2  L.22xL.1 o o
1.1.1»2,2.2 1.1.1»2.2.2 0 0

21 6 2.2.2 1.1.1
21 26 1.1.1 2,22
1 26 1.1.1 2.2.2
Y 26 2022 1.1.1
21 26 1.1.1 2,2.2

Server

Call Records Protocol
Decodes

oGL

Communications

Server

Browser based Access

CHLLID = ZRITH4E m

Initial Addreis

Address Comp e

1193 23
Anisaar

[EET==FF]
Feleais '

FFFOEE]
el eaes e Complebe

-

1TAN=x2 22

U @ ANST

Debugq Summary (Export as CS¥)

Devicel Frame=@ at @3:10:55.57@857 OK Len=46

Ethernet Frame Data

=== WTP2 Layer ==s=========

=== MTP3 Layer sss=s=======
service Indicator
Priority Code
Sub-service field
DPC
apC
signalling Link Selection
=== ISUP Layer ============
Circuit Idemt Code (CIC)
Message Type
Mandatory Fixed Parameters
Nature OF Connection Ind. Parameter
satellite indicator
Continuity check indicator
Echo control dew.ind(NatureofCon.Ind)
Forward Call Indicators Parameter
Incoming international call Indicator
End-to-end method Indicator
Interworking Indicator
T&M segment.ind(ForuardcallInd)
ISDN User Part Indicators
TSON lser Part es Tndicatnr

1)
..101221 HsU Format

....0181 ISDN User Part
..0@.... Priority Code ©
18...... National Hetwork
1.1.1(00002001 2E2RERRL BERAGRAL)
2.2.2(00002012 222RRRLE PERARRLE)
22011010 (26)

22010121 ..0o2022 (21)
20020l Initial Address

No satellite circuit in the conmecti
. Continuity check not required (defau
. Outgoing half echo control dewice no

Not an incoming international call
No end-to-end method available

No interworking encountered

No indication

.. ISDH User Part used all the way

2%) TSOW llser Part a1l _the wa

28
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SIP Call Flow

CDR Data 0T 1205ees Date Range : 2012-02-28 To 2012-06-01

TRAFFICSUMID : 304

| Graph view J:FEY

5080 INVITE | 5050
5080 SIPR2.0 100 Trying E0ED
5080 SIP2.0 180 Ringing 5060
5050 CAMCEL | 5050
5080 SIP/2.0 200 OK 5060
508D SIPE.0 457 Request Cancelled 508D
5060 ACK P 5050

Hour Range : 00:00:01 To 23:39:59

INVITE =2ip:115@192.168.20.136:5060 SIE/Z2.0

Wia: SIP/2.0/UDF 192.168.20.45:5080;branch=z3hG4LE
From: "MARYLAND " ¢3ip:+13016402851@192.168.
To: <9ip:115@192.168.20.136:5060>

Contact: <sip:+13016402851R@192.168.20.45>
Call-ID: 5dd0aedll8cfd0c96adfE23e3c22eteqllo2. 168,
ICSeq: 102 INVIIE

Uzer-Agent: Asterisk FBX (digium)

Max-Forwards: 70

Date: Mon, 21 May 2012 14:51:53 GMT

Bllow: INVITE, RCE, CRNCEL, OFTICNS, BYE, REFER, &
Supported: replaces

Blert-Info: ring_tonells

IContent-Type: applicetion/sdp

(Content-Length: 360

=0

o=root 9513 9513 IN IP4 192.168.20.45
3=3e33ion

c=IN IP4 192.168.20.45

b=CT:3584

t=0 0

m=audic 14954 ETB/AVF 0 9 & 101
le=rtpmap:0 PCMU/E8000

le=rtpmap:9 G722/78000

B=rtpmap:8 PCMR/2000

s =
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NetSurveyorWeb™ Playing Voice Calls

GL NetSurveyorWeb =5 protocol Type [T
()

¥

System Status at
1 Y "y
Gl % Data . Reports S Alarms 2018-07-05 15:34:12

Latest CDR Y All Calls

e Date :[2018-06-11 |75[[2018-07-05 | 5] Time : | 00:00:00 = || 23:59:59 =/ “‘

L Today Yesterday Last7 Days Last 20 Days All

Mapped Calls
UnMapped Calls .nPA{:ticlns' Query Execution Time : 0.15509 Seconds
Processed Mapped - .
Quick Search: | Trafficsumid v |ﬁ 4qQ4dd4q 4 D> PP P Page Slze= Sort Order : STARTTIME DESC
Processed UnMapped
SINo Trafficsumid Probename Starttime #1 Channel Number #1 Start SubChannel #1 End SubChannel #1 TotalPackets #1 CodecTyps
U a 16 4204 pl 2018-06-15 18:44:21.558 00:00:50.000202 1 24 i 2 2504 GEMELD
g H 17 4210 pl 2018-06-15 18:44:08.140 00:02:38.000200 1 20 5 E 7882 AMR,
L—J B a 18 4202 pl 2018-06-15 18:432:43.582 00:00:56.000140 1 20 2 4 2781 EFR
i\.".l'inl'eSurfer Download wav file : 4202.wav
I B L L o e LB | e e L
WBackward pPlay / WPause MForward wToggle Mute
g a 19 4207 pl 2018-06-15 18:43:26.602 00:02:41.000720 1 20 1 2 80&0 GEMELD
g R 20 4203 pl 2018-06-15 18:42:42.,680 00:02:27.000818 1 14 5 1 7379 AMR,
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337 Key Performance Indicators (KPI)

Call Completion (KPIs) Disposition Count (KPIs)

Om ©¢ OLs O Om ©¢ OLs O

[5:H0.47 %]
I 1300 ANSWERED CALLS 404 FAILED CALLS I 1300 NORMALCALL 86 BUSY
B 2 NO ANSWER B 6 ACCESSBARRED
I © NETWORKFAILURE B 5 SERVICEUNAVAILABILITY

63 UNALLOCATEDNUMBER [l 16 UNSPECIFIEDFAILURE

181 CALLABANDOMNDED 17 CIRCUITUNAVAILABLE

I 7 NO ROUTE 9 UnKnown

oGL
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SS7 KPI - Billing Duration and Link Message Counters

p | . C
‘Q‘ Billing Duration (Basic KPIs) Link_M 3 nters (KPIs)
Om ©¢ OLs Olx: OM ©¢@ Ols Ol

) Il 2344 Initial address 2096 Address complete
Il 35 < 30 sec 255 30 sec - 2 Min = -
1904 Answer 0 Connect
Il 764 2- 10 Min [l 3 10- 30 Min
I 2317 Release Il 2317 Release Complete

B 0 30- 60 Min [ 0 More then 1 hour
0 Reset Circuit

oGL
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SS7 KPI - Answer Seizure and Call Completion Ratio

Answer Seizure Ratio (557 KPIS)

oM @ Ols O

3?\,\_“ o
43.74 %
Bl 1191 Answered Calls 926 Failed Calls

oGL

Communications

Call Completion Ratio (557 KPIS)

oM @¢ O O

Bl 1024 Completed Calls

2117 Total Calls

33



SST KPI - Call Duration

Calls

Call Duration (557 KPIS)

om O@ Ol O

Time (yyyy-MM)

Bl 513 = 60 sec 1604 More then 1 hour

Short & Long Duration Calls (557 KPIS)

Om @ Ol O

Bl 513 Short Duration 513 Long Duration

oGL
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GSM KPI - Location Update and Mobile Originated SMS

Location Update Success Rate (GSM KPIs) Mobile Orginated 5M5 (G5M KPIs)

Om @@ Ol Ok O @@ Ol OF:

AN i 88.1 %]

B 159 | ocation Update 1748 Mon Location Update B -27 Mohile Originated SMS 1680 Mon Mobile Originated SMS

oGL

Communications

35



SM KPI - Total CDRs and Call type
Counters on Different Links

Total CDRs on different links (G5M KPIs)

oM 0§ O O

Calls

Time (yyyy-MM)

B z66 Link 1 262 Link 2

Bl 454 Link 3 Bl 354 Link 4

oGL

Communications

Calltype counters on various links (GSM KPIs)
(&) @ - (3] £ () |,
oM ¢ OLs Ol

B 124 Mohbile Terminated call 207 Mobile originating call

Il 120 Location Update Bl 154 Incoming HandOver Call

I 352 Mobile Terminated SMS

LINKNAME Mobile Terminated call Mobile originating call Location Update

Link_z 27 &9 37 29
Link_2 24 21 25 51
Link_4 40 i1z 232 46
Link_1 33 39 23 28
4| 1 r

36
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VoIP KPI

‘1
ws Listening MOS (Basic KPIs)

@ @ Ols Ol
©o® O¢ Ols Ol

iﬂ' Conversational MOS (Basic KPIs)

f‘\. iy ’ ™y y oy |ee
\.,_Jﬁ \_\_JK L L L Qi;

450,000 450,000
400,000 400,000
350,000 350,000
300,000 300,000
= 250,000 = 250,000
~ 200,000 ~ 200,000
150,000 150,000
100,000 100,000
50,000 50,000
0 0
Time (MM-dd) Time (MM-dd)
I 232368 Desirable LMos 240009 Acceptable LMos I 232359 Desirable CMos 240000 Acceptable CMos

Il 102289 Reach Connection LMos [l 252996 Not Recomended LMos

Il 102218 Reach Connection CMos [l 253085 Not Recomended CMos




VolP KPI — Average Packet Loss and Failure Cause

| L
«' Average Packet Loss % (Basic KPIs) «» Failure Cause (Basic KPIs)

©®m O¢ Ols OfF: ©m O@ Ols Ol

y
450,000
1,400
400,000 ’
350,000 1,200
300,000 1,000
n n
= 250,000 = 800
~ 200,000 -
600
150,000
400
100,000
50,000 200
0 0
- & ) ) Q Q x o
. » A 5 N . 5
& RN MR A AN A~ AN
Time (MM-dd) Time (MM-dd)
Bl 622577 <1 693 1-2% B 1 unknown Number 28 Mo Answer
Bl 057 2-5% Bl 2654 5-10% Il 7 Busy Il 0 ServerError
N 193733 =10% I 0 GlobalError I 21 Other 4xxErrors

— 1744 OtherError
©GL
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|P Stats - Traffic Volume in Kilobytes

IP Stats1 : Traffic Volume in Kilobytes (Basic KPIs)

45,000,000

40,000,000

35,000,000

30,000,000

25,000,000

20,000,000

15,000,000
10,000,000

5,000,000

1]

Time (HH:mm)

Il 161518.611500 TCP 41855170.146500 UDP
Bl 16215854.380500 1pve [ 32995513.594500 1Pve

45,000,000
40,000,000
35,000,000
30,000,000
25,000,000
20,000,000
15,000,000
10,000,000

5,000,000

0

IP Stats2 : Traffic Volume in Kilobytes (Basic KPIs)

B s S . LU S SR, ST SR SR
PR N I R

Time (HH:mm)

I 0.000000 1P 5423.715667 HTTP
Il 0.000000 HES I 0.000000 FTE
[ 42009621.887333 Others

» Depicts total instantaneous traffic captured in Kilobytes for TCP, UDP, IPV4, IPV6 packets

oGL

Communications
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Report Configuration

Profiles Configuration

View Other Profiles | Reset Basic KPIs -
Nevs KPI Group Name [KpiTest [ save J Clearan]
R rt KPI
Total :

1 KpiTest Reset Group & KRl Name - | | Dimensian - ®p Oap

= i . . [ ) = [0 J. [0 ) o . ~, -
2 Te Reset Group & Chart Type : . ‘ . H B ‘ : L—,_ . ¥_Axis Label : |:| Legend Count : ®vae g
3 test Reset Group B h
ChartSize: @ par O Full Y Axslebel: [ |
® query ' Procedure m

®ves e

|| clear Previous

Move Mowve Chart Chart Condition Dimension X-Axis Y-Axis Legend

up Down Type Size Type Label Label ‘Count
; "
[+ * < = Half Query aD Time Calls 1 1 Edit Delete Reset KPI

[FI Group ¢ KpiTest
KFI Name : calltype

SELECT count(case when callsuccess=1 then callsuccess end) as "Success Calls”, counti{case when callsuccess=0 then callsuccess end) as

'Querv :
"Failed Calls" frem GLT_PROT_TRAFFIC_SUM_VOIP where TimeFilter_PlaceHolder GROUP BY TIME

* |In addition to the default KPIs displayed in reports view, NetSurveyorWeb™ allows users to add new KPIs and
customize the reports using Report Configuration feature

Q‘Q’ GL 40
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Report Generation

Disposition Count ($57 KPIS) Disposition Count (SS7 KPIS) Dispositiaon Caunt (S57 KPIS) Disposition Count (557 KPIS)
om O@ OLs OF O O@ 9L Ol= Ol O@ Ol @5
— -
350 220
200 I -
300 180
250 160 ] [ ]
. 140 w o o
= 200 2120 S o o
150 v lgg r =
100 60 . .
- -
40
s0 . B -
o 0 | |
s NG A = 2 2 A - N ~° » Al
- = el s & s Rl A « el \“‘ '»d
Time (MM-dd) Time (MM-dd) Tieng (MM-dd)
I 546 NormalCall 25 Busy 25 Busy I 546 Normalcall 25 Busy I 546 HormalCall 25 Busy
I 19 Mo Answer I -c AccessBarred B 1 Mo snswer M =5 AccessBarred I 19 Mo Answer M =5 AccessBarred I 10 Mo Answer M 55 AccessBarred
N 57 MetWorkFailure Il 50 serviceUnsvailabilit B =7 MetWorkFailure B =7 networkFailure B o0 ServiceUnavailahilit I 57 NetworkF ailure I 20 ServiceUnAvailability
16 UnallocatedMumber I 20 UnspecifiedFailure 16 Unallocatednumber [l 20 Unspeei 16 Unallocatediumber Il 20 UnspecifiedFailure 16 Unaliocatediumber [l 20 UnspecifiedF ailure
0 CallAbandonded 29 CircuitUnavailable 0 Callahandonded lavailable
I 0 po Route 91 Unknomn I C Ho Route 91 Unknown
Call Flow B704 S57 -Frobe 00: 00000627 50 0.014625
Call Flow B703 S57-Frobe  00:00:00.062875 0.014625
Call Flow 8702 557-Frobe  00:00:00.0627 50 0.014625
Call Flow 8701 557-Frobe  00:00:00.0627 50 0.014625
Call Flow 8700 557-Frobe  00:00:00.062875 0.014625
Call Flow 86599 557 -Frobe 00:61:00.0452 50 0.018625
y -\
o Gl Call Flow 8698  5S7-Frobe  00:00:00.048250 0.014625
A
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Notifications / Alarm Alerts

A I e rts NetSurveyorWeb 4.10.9 - Real Time Monitoring System Report Generated on : 2014-10-29 12:15:34
TRAFFICSUMID CALLINGNUMBER STARTTIME DURATION CALLID FILENAME Alert Types
15 008@192.168.1.142 2014-10-13 16:35:51.799 (00:00:00.947 GLPG-10762604165937
14 008@152.168.1.142 2014-10-13 16:20:51.799 (00:00:00.947 GLPG-10762604165937 1
& @ * Email Alerts
A 13 008@192.168.1.142 2014-10-13 14:35:51.799 (00:00:00.947 GLPG-10762604165937
E MAI L Q- 12 008@1592.168.1.142 2014-10-13 14:10:51.799 (00:00:00.947 GLPG-10762604165937 .
S VSRPUPNI RPN T « Visual Alarm

- = —

ExportData.pdf - Adobe Reader

P B0 cdit view window Help _ x e Audible Alarm
a & \ ) open | @@@@E‘@| -_‘IIIZ‘ f' +‘|Z| = Tools Fill & Sign =~ Comment

A

Re, — ES—— « Set Alarm Severity

Anwar can (ousct vPy cat Duraton (Quset P

* Logto File

» Define real-time network conditions to generate alarms

o GL « Define different actions based on the generated alarms
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Alarm Gonfiguration

Alarms Filter Configuration o

Filter Nsme - [Duration| x|

—~ I 4
®) Basic ') Expression

Add Filter Clear All Filters Show Expression

Filter1 AND K
tD'urarticpln E EqualTo 200:00:521000134 IE Siend E-Mail Alert
Ex: 00? 10::58.009333
Duration E EqualTo |00:00:40 Ajtachment Column\View (gl_call

Ex: 00:10::58.009333

Email To: | kpkulkarni@gl.com; shilpa@gl.com

Subject 557 Alarms
Mess202'  This is 557 alarm based on CIC value.

Alarm Condition provides the options to set the filter conditions for the alarm
Alarm Action provides options to set the actions to be taken when an alarm is detected such as the visual

alarm type, audible alarm type, exporting data, set alarm severity, log to file, and generate email alerts

oGL
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Alarm Status

Alarms

Alarm Details

Alarm Mame Alarm Type Action Alarm Count Time Filter Status Expected Time

< [DailyReport v 3 Consalidated - Daily v 05-07-2018 00:00:00
yrep e Time Filter

« Each alarm profile can be set against Date-Time, and Sampling Rate condition during which the selected

Alarm Condition is said to be active

+ For example, if the user selects 5 minutes as the sampling rate, NetSurveyorWeb ™ will check for the alarm
conditions every 5 minutes and triggers the actions such as a visible alert or sending an email alert as set
in the alarm configuration

QGL 44
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Alarm Log

Alarms

Alarm Details

Alarm Status Alarm Log

[4 4 Pageiofi [ [ View Recomnds per page: | 20 T Total: 2 Clear Log
Serial No  Alarm Name Alarm Severity Timestamp Email_Message SM5_Message StartTime EndTime KPI_CDR_StartTime KP1
Wiew KPIS 32 DailyReport Minor 2018-07-05 00:00:27 Daily report for failed calls 2018-07-04 00:00:00.000000 2018-07-
View KPIS 3 DailyReport Minor 2018-07-04 00:09:11 Daily report for failed calls 2018-07-03 00:00:00.000000 2018-07-
Wiew KPIS 1 DailyReport Minor 2018-07-02 00:00:16 Daily report for failed calls 2018-07-02 00:00:00.000000 2018-07-
4 3

QQ. GL 45

Communications



User Management (Security)

SeachBy: A B CDEFGHIJKLMNOPQRSTUWY WXYZal

Display Name Login Name Email ID Phone No
gl al glcormm.in@gmail.corm 2014-10-16 12:29:23,258313
Guest User Guestiser glcornm.in@gmail.com 2014-09-23 18:55:38,589140
Saketha Yadala Saketha syadala@gl.com 15789554 2014-10-16 12:35:56,.022778
Andrea Henderson Andrea Andrea@sakorner. org 23232
Robin Hayes Robin Robin, Hayes@in.com 457898
4

User Status

04
4
A
4

oGL
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Probe / Loader Status

=
k _\? 120 Secs

Probe Name

Probe Status

Prohe Status

Last Data Received Timestamp

VOIR-5IP OFFLINE 2014-10-15 12:24:59 Delete Probe
VOIR-5IP OFFLINE 2014-10-15 08:04:52 Delete Probe
VOIP-PORTA OFFLINE 2014-10-15 12:38:44 Delete Probe
VOIP-PORTA ONLINE 2014-10-15 12:50:45 LOADER STATUS : ONLINE

Probe Name Probe IP Address Probe Type Last Online Confirmation First Online Confirmatio

VOIP-PORTA 10,2,12,22 COR 2014-10-15 12:50:47  2014-10-10 13:58:03
557-Probe ONLINE 2014-10-15 12:50:44
557-Probe ONLINE 2014-10-15 12:50:44
557_Probes ONLINE 2014-10-15 12:50:45
557_Probet OFFLINE 2014-10-14 14:56:31
957_Probed ONLINE 2014-10-15 12:50:45
557_Probed OFFLINE 2014-10-15 03:21:29

oGL

Communications

Mame :

Computer Name :

Connection to Database :

Log Enabled :

Total Probes Connected :
Unique Probes Connected :
Summary Records Loaded :
CDR Records Loaded :

¥BA Records Loaded :
Summary DB Insert errors :
CDR DB Insert errors :

¥BA DB Insert errors :
Current records per second :
Average records per second :
Maximum records per second :
Occurance of Overrun :

Total Overruns :

Total number of messages :

GLWEB
GLWEB
Connected
Yes

4

2
1253355
162157
1]

1}

1}

1]

76

71
14065

30
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Measuring Delay (VolP and TDM)

* Works with Delay Measurement tools to
analyse captured voice traffic and provide

precise one-way delay metrics

* For a given call which traverse through
Gateway, traffic is sampled at both TDM and
IP analyzer at the same point of time running
in the same server. These captured segments
of SIP and ISDN calls will be saved in *.pcm
formats. These samples will be given to delay
measurement module which compares the
samples based on the timestamp and

provides the delay metrics

oGL

Communications

VolP Phone

Analog Phone (TDM)

Gateway

>

IP Protocol Analyzers + PDA ’ m T1 E1 Protocol Analyzer + PDﬂ

Captures IP Calls Captures TDM Calls
PacketScan™ +

T1 E1 Analyzer +

NetSurveyorWeb™ Lite

48



Delay Metrics

GL NetSurveyorWeb 2 - PRSNEN [SDN (PDA)

System Status at
* Users 2018-10-18 17:25:35

uick COR \ All Calls

Date : [2018-10-11%][2018-10-18 75| Time :| 00:00:00 = |[ 23:59:59 =/ “‘ One-way Delay Metrics (Max, Min and Avg)

Today Yesterday Last7 Days Last 30 Days All

B actions v Query Execution Time : 16.06561 Seconds

2
Quick Sesrch: [CALLID 2 d Page Size: Sort Order :

}_zo MinDelay_OUT ASC

SiNo CALLID PROBE NAME START TIME MinDelay_OUT AvgDelay OUT MaxDelay_OUT MinDelay IN AvgDelay_ I Eg

(] callFlow B 1 22 Test 2018-10-12 15:04:43.331 1023 00220 | 1 22 23 12 32

U Gw callFlow B 2 1016 Test 2018-10-12 15:45:13.275 1023 00230 | 1 20 2s 16 24

Y Ew callFlow B 2 1021 Test 2018-10-12 15:45:13.210 1012 00120 | 1 22 26 17 24

Y el callFlow B 4 1022 Test 2018-10-12 15:45:13.234 1016 00160 ki - e e o

VOICE% > 90 Y Ew callFlow B s 1029 Test 2018-10-12 17:45:38.460 1005 00050 1 23 25 16 23
IDLE% < 20 Y w] callFlow B 6 1032 Test 2018-10-12 17:45:39.264 1009 00090 1 22 2s 14 22
U [ caliFiow B 7 1047 Test 2018-10-12 17:46:44.430 1002 00020 1 21 24 14 22

Y [ callFlow B 8 1065  Test 2018-10-12 17:45:39.066 1008 00080 1 21 24 - 23

Y G caliFlow B o 1069 Test 2018-10-12 17:47:51.566 1003 00020 1 23 20 16 25

» The NetSurveyorWeb™ application along with Delay Measurement application helps to monitor the delays

such as Minimum Delay, Maximum Delay, and Average Delay for each call

oGL 49
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Voiceband Metrics

GL NetSurveyorWeb = - TRefresh. LR ISDN (PDA)
System Status at
2018-10-18 17:12:16
et Quick CDR \ All Calls
Passed Calls
= Date : 2018-10-18 75][2018-10-18| | Time :[ 00:00:00 = |[ 23:59:59 = “l
Today Yesterday Last7 Days Last 30 Days All . - .
Detay Calls e Voice Analysis Metrics from VBA
| L Actions¥  Query Execution Time : 0.06701 Seconds
status
555 > Quick Search: | CALL 1D e 4444 4P DPDPP Page Size: Sort Order : STARTTIME
| L J 20 v DESC
ASL < -20 n
‘ START TIME
ARE | o ) Call Flow (=} 1 84011 Test 2018-10-18 12:58:54.255
MOBE= f s D) Call Flow 2 Y 2 84009 Test 2018-10-18 12:58:44.572
VOICE% > 90 —
INPUT|LABEL STARTTIME ELAPSED| ASL(dBm) | AF% | RMS(dBm) |NOISE(dBm)|NOISEPSOM|NOISECMSG|CLIP| MAXP |MAXN| DC  |MREVENT|FAX%|VOI
IDLE% < 20 E1 | E [10/18/2018 12:58:44|14.2710|-12.992572|12.026356|-21.841010|  -100 -100 -100 0 |-4.581695| -100 |-56.533193| DTMF-0 | 0
wi | w |10/18/2018 12:58:44] 14.2680| -100 0 -100 -100 -100 -100 0| -100 |-100| -100 0
U m) Call Flow =% 2 84010 Test 2018-10-18 12:58:34.677
Y o) Call Flow (=8 4 84008 Test 2018-10-18 12:58:32.577
Y ) Call Flow =% 5 84007 Test 2018-10-18 12:58:14.6132

* NetSurveyorWeb™ Lite application works with Voice Band Analyzer (VBA) application to analyse captured

voice/fax traffic and provide useful metrics that are of interest to service providers

oGL 50

Communications



oGL

Communications

Voiceband Event Summary and Message Sequence

2
ISONPDA

=

1
ISONPDA

=

2018-10-18 1256:54 265 SETUP

2018-10-18 125854 221 CALL PROCEEDING-_
)

2018-10-18 125854 423 ALERTING

2018-10-18 1258:54 432 CONNECT

2018-10-18 1258:54 598 CONNECT ACKNOWLEDGE

2018-10-18 125856 255

Dral Tone, Duration « 8 602

DIALTONE, Duration = 8 960

2018-10-18 12.58:55.255

2018-10-18 1258:56 255 Active. Duration = 0.000
2012-10-18 1258:55 255 IDLE. Duration = 14 848
2018-10-18 12.58:56. 255 DIALTONE. Duration = 8.960

Event Summary View

1SONPDA Test
1SONPDA Test
ISONPDA Test
ISONPDA Test
ISONPDA Test
vBE
VBE
VBE
vBE
vae

PROTOCOLTYPE PROBENAME

~

NN

744083
744084
744085
744088
744087
183238
183237
183240
182903
182867

CARD FRAMENO TIMESTAM?

2018-10-18 12:58:54.255375
2018-10-18 12:58:54.421125
2018-10-18 12:58:54.423250
2018-10-18 12:58:54.432250
2018-10-18 12:58:54,598250
2018-10-18 12:58:56.255000000
2018-10-18 12:58:56.255000000
2018-10-18 12:58:56.255000000
2018-10-18 12:58:56.255000000
2018-10-18 12:58:56.255000000

FRAME

INPUT

LABEL

FILENAME

SRCDIR

MoDuULE

EVENT

STARTTIME

DUR

VALUE
MODIFIERFUNCTION
SUPERVISORYFUNCTION

=

Signaling Events

PROTOCOLSPECIFIC

CRV: 12, CAT: FROM side that originated callref, Channel No©
CRV: 12, CAT: TO side that originated callref, Channel No: 3, M
CRV: 12, CAT: TO side that originated caliref, Channel No: , Med
CAV: 12, CAT: TO side that originated caliref, Channel No: | Mel
CRV: 12, CRT: FROM side that originated caliref, Channel No:

\%
Voice Band Events

ey = Pwr=-9.990;Mreql =351;Pwri1=-13,001;Freq2=

heasageType: CALL PROC
bsageType: ALERTING
sageType: CONNECT
MessageType: CONNECT

Irput: €1, Value: Key=;Pwr=-9.990;Freql=351;Pwri=-13.001
Input: E1, Value: MessageType: DIALTONE

Ioput: E1, Value: MessageType: Active

Input: W1, Value: MessageType: IDLE

Irput: B3, Value: MesssgeType: DIALTONE

1;Freq2=440;Pwr2=-11

51



Related Products

Voice Quality Testing:
» Provides Intrusive method of voice, video, data quality testing and monitoring for any networks.

» Real-time voice, video, and data quality measurements across a diverse set of networks

» Supports international standard voice quality test methods, including, PESQ, POLQA, MOS (Mean
Opinion Score), Round Trip Delay (RTD), Jitter, Clipping, Voice band quality metrics, etc.

WebViewer™ (Web Based Client for Voice and Data Quality Testing):

+ The WebViewer™ uses a simple web browser with facilities to query the results either manually or

automatically as well as output the results/statistics

52
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